Treasury and Trade Solutions

Security Procedures
[lpouedypsl bezonacHocmu

1. Introduction
Introduction

These “Security Procedures”, as referenced in the Communications section of the Master Account and
Service Terms (“MAST") (or other applicable account terms and conditions), are designed to authenticate
the Customer's log-on to the Bank's connectivity channels and to verify the origination of Communications
between Bank and Customer in connection with the following Services or connectivity channels (the
availability of which may vary across local markets).

uonanpo.yuf
uoi3anpouju|

JlaHHbIe «npouedypbl bezonacHocmu», KaK oHU 0603Ha4YeHa 8 pasdesne KommyHukayus Ycaosull ob6caywusaHus
OcHosHoz20 Cuema (Master Account and Service Terms) (unu Opyaux npumeHUMbix ycaosuli u noanoxceHul),
pazpabomaHsi 018 aymeHmuguKkayuu nosns3osamerseli KaueHmMa 8 KAHANAx C8A3U ¢ bAHKOM U 0717
noomeepxoeHUA UCMOYHUKA 30nNpoco8 mMmexdy baHKom u KaueHmom no cnedyowum KaHAnamu cepaucam
(0ocmynHocmb Moxem 8apbUpPOBAMbLCA 8 3A8UCUMOCMU OM PE2UOHQA).

« CitiDirect BE® (including WorldLink®)
CitiDirect BE® (sxkntouas WorldLink®)

« CitiConnect®
CitiConnect®

« Society for Worldwide Interbank Financial Telecommunication (“"SWIFT")
Obuwecmeso scemupHblx MexbaHKOBCKUX (hUHAHCOBbIX KaHaso8 ceasu (“SWIFT”)

- Manual Initiated Funds Transfer (“"MIFT")
B3QUMHO UHUYUUPOBAHHLIU OeHexcHbll nepesod (“MIFT”)

« Interactive Voice Response (“IVR")
MHmepakmueHsil 2onocosoli omeem (“IVR”)

+ Email/Fax/Mail/Messenger/Phone with the Bank
KommyHuKkauusa ¢ 6aHKOM no 31eKMpPoHHOU novyme, ¢haKkcy, MecceHOXepam U menegoHy

» Other local electronic connectivity channels
Llpyeue anekmpoHHble KaHab!

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect BE. Unless otherwise provided by law, Customer’s continued use of any of
the above noted Services or connectivity channels after being advised of updated Security Procedures shall
constitute Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the
following:

LlaHHble [Npoyedypsi 6esonacHocmu csedyem ucnosns6308ames emecme ¢ Yc108uamu obcaymcusaHua OCHO8HO20
cyema. B Hux moaym 6bimb 8HOCUMbCA U3MEHEHUSA, 0 Komopbix bydem coobujeHo kaueHmy e cepsuce CitiDirect
BE, a makxe Opy2umu KaHAAaM, 8KAOYAA 3/1eKMPOHHbIe. Micnonb3osaHue KaueHmom ntobbix 0603HAYeHHbIX
8bllE CepauCco8 Nocse e20 y8edoMIEeHUs 0 BHECEHUU 8 HUX U3MeHeHUU NPUPAasHUBAEemMCcs K CO2/aCU0 KaueHma
Ha 0aHHbIe usMeHeHUs, ecau uHoe He mpebyemcs 3akoHooamernoHo. K Mpouedypam bezonacHocmu omHocamcs
credyoujue memel:
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A. Authentication Methods
MemoObl aymeHmugpuKkauyuu

B. Customer Responsibilities
OmeemcmaeeHHOCMb KaueHma

C. Data Integrity and Secured Communications
LlenocmHocme 0aHHbIx u 6ezonacHsell obmeH uHgopmayueli

D. Security Manager and Related Functions
Pone MeHeoxepa 6ezonacHocmu u e20 pyHKUuUU

2. Authentication Methods
Memoodsl AymeHmudghukayuu

The Security Procedures include certain secure authentication methods (“Authentication Methods") which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

Mpoyedypel besonacHocmu exsto4arom pad memooos («Memodsl AymeHmupuKkauyuu»), Komopsie
ucnose3ytomca 0718 U0eHmMuU@UKayuu u AymeHmugurkayuu KaueHma, a makxe opyaux nonszosamerned,
a8MopPU3UPOBAHHLIX KAUEHMOM, U NOOMBEPHOEeHUS e20 NPas C NOMOWbIO 00HO20 UsU HECKObKUX MEXAHU3MOS,
MAKUX KaK Napsl N0a6308amesibcko2o 1D/naposd, 31eKmpoHHbIX cepmugukamos, buomempuu, MoKeHo8
(bacnpocmpaHaemMbiX Ha 31eKMPOHHbLIX UU hu3UYECcKUX HOCUMEAX), nevyams, Noonuck u opyaux cnocobos,
ceA3aHHbIx ¢ Memodamu aymeHmugukayuu (coemecmHo — «losiHoMoYus»). Memodsl aymeHmuguKkayuu u
C8A3AHHbIE NOHOMOYUA NO380/A0M BaHKY Nodmeepdums UCMOYHUK 3aNpOca, NoAy4eHH020 baHKOM.

More information regarding Authentication Methods for access to Services and/or connectivity channels may be
accessed on the CitiDirect BE Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

C 6onee nodpobHol uHpopmayueli omHocumensHo Memodos AymeHmucghukayuu 018 00cmyna K cepsucam u
KaHA/1am C8A3U MOXHO 03HAKOMUMbLCA Ha catime nomouiu no 8xody 8 CitiDirect BE. KnueHm moxcem 8 noboli
MOMeHmM 8bIbpamMes docmynHsili cnocob aymeHmuguKkayuu. Bo spems nepsuyHo2o nodkstoyeHus Cepaucos

U KaHan08 csfa3u, baHk moxem ycmaHos8ums 00UH U3 Memo0d0o8 No yMOAYAHUIO, Komopble KaueHm moxem
usmeHuUmMs Ha atboli Opyz2ol docmynHsil memoo 8 noboe 8pems.

The following Authentication Methods are available to access the services and/or connectivity channels:

Cnedyrowue Memodsi AymeHmugurkayuu 00cmynHsi 018 Cep8uCo8 U KaHA108 C8A3U:
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transferred to the Bank when the user selects this authentication method.

>

CitiDirect BE Authentication Methods 3=
CitiDirect BE MemoObi AymeHmuguKkayuu §\ %
Biometrics A digital authentication method that utilizes a user’s unigue physical traits, (such as a § §
buomempuueckue | fingerprint and facial recognition), built-in biometric technology on the user’s mobile device, ; g
0aHHble and cryptographic technigues to gain access to CitiDirect BE. Physical trait data is not S S
St -+

wn

Memood aymeHmuguKayuu, ucnons3yrouwull pusudeckue ceoticmsa nosb3oe8amers
(omneyamoxk nasibua, pacno3HA8aHUEe No AIUYY), PACNO3HABAEMbIE C NOMOWbIO CPedcms,
B8CMPOEHHbIX 8 MOBUsILHOE YycMpPOolicmeo nosb3osamers, U cnocobos Kpunmozgpagpuu
0114 nonyyeHus docmyna e cucmemy CitiDirect BE. ®u3uyeckue 0aHHbIe Nosib308ameris He
nepedaromca 8 baHK NPU UCNos1b308aHUU OAHHO20 CNOCOba aymeHMuUpUKayuU.

Challenge Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token
Response Token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic password
Memood 3anpoc- after authenticating with a PIN (e.qg. 4-digit PIN). When accessing CitiDirect BE, the system
Omeem generates a challenge and a response passcode is generated by the utilized token and entered
into the system. This authentication method, when combined with a secure password results
in multifactor authentication.

J1ubo (a) 31eKkmpoHHbIT MOKeH, 2eHepupyembili MOBUIbHbIM NPUIOHEHUEM (Hanpumep,
MobilePASS), nubo (6) gusuyeckuti mokeH (Hanpumep, SafeWord Card, Vasco), komopsie 8
KaxO0oM cayyae eeHepupyrom OUHaMU4ecKul naposie nocse aymeHmuguxkauuu no [NMH-kody
(Hanpumep, 4-digit PIN). [pu docmyne & cucmemy CitiDirect BE, cucmema eeHepupyem Koo
3anpoca, Komopbili 8800UMCA NO/IL30BAMESIEM 8 COOMBEMCMBYIOULUL MOKEH, MOKEH 8 C80H0
o4epedb eeHepupyem Koo Omeema, 8nocsedcmauu 8800UMbIL N01b308aMenem 8 cucmemy.
Mpu ucnone308aHUU OaHHO20 MemModa ¢ 6e30NACHbIM NAPOSEM, NOIL30BAMEsTb MOXEM
YCMaHOBUMb MHO20(hAKMOPHYIO aymeHMUGUKAYUIO.

One-Time Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical token (e.g.
Password Token SafeWord Card, Vasco) that is used to generate a dynamic password after authenticating with
TokeH 054 a PIN (e.qg. 4-digit PIN). This dynamic password is entered into the system to gain access.
00HOPA308020

napons J1ubo (a) 31eKmMpoHHbIT MOKeH, 2eHepupyembili MOBUIbHLIM NPUIOHEHUEM (Hanpumep,

MobilePASS), nubo (6) gpusuyeckuti mokeH (Hanpumep, SafeWord Card, Vasco), komopsie 8
KauOoMm cayyae eeHepupyrom OUHAMU4ecKUll naposib nocse aymeHmuguxkauuu no [MH-kody
(Hanpumep, 4-digit PIN). uHamudeckull naposib 8600UMcs 8 cucmemy 0718 nNosly4deHus 0ocmyna.

Secure Password | A user enters his or her secure password to access the system. A secure password typically
be3onacHsil limits a user’s capabilities on the system, for example, by only permitting that certain
naposib information be viewed by the user. This authentication method, when combined with a
challenge response token results in multifactor authentication.

Monb3zosamerb 8600um ceoli 6e3onacHsili napose 0714 docmyna 8 cucmemy. bezonacHsil
naposie, KaK NPAsusIo, 02paHU4YUBaem 803MOXHOCMU NO/b308aMessA 8 CUCMeME, Hanpumep
N0380/155 NPOCMAMPUBAMb MOsILKO ONnpedesneHHy UHGopMayuro. [1pu ucnosb308aHUU
0aHHO20 Memoda cosmecmHo ¢ Memodom 3anpoc-Omeem, Nosib308aMeslb MOXEem
YCMAHOBUMb MHO20(AKMOPHYIO AyMeHMUMUKAUULO.

SMS One-Time A dynamic password delivered to users via SMS, after which the user enters the dynamic
Code password and a secure password to gain access to the system.

O0Hopa308bIl KOO

no CMC LuHamuyeckul napose, Komopsil nose3osamesns nosydaem no CMC u 88ooum emecme ¢

6e30onacHbIM naposnem 0718 8x00a 8 CUCMeEMY.
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Voice One-Time
Code
O0Hopa308bil
20/10c0800 KOO

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

LluHamuyeckuli naposib, KOMopsIl NOL308aMEsL NOAYYAEM ABMOMAMUYECKUM 380HKOM U
8800UM 8Mecme ¢ 6e30NacHbIM NApPosem 0714 8X00a 8 CUCMEMY.

Digital
Certificates
SneKmpoHHbIe
cepmucghukamel

A digital certificate is an electronic identification issued by an approved certificate authority
for authentication and authorization. Digital certificates may be attributed to corporate
legal entities (“Corporate Seals") or individuals (“Personal Certificates”). The Customer is
responsible for properly verifying the identity of all users of Personal Certificates acting on
behalf of the Customer in accordance with local law.

SnekmpoHHbIU cepmugukam asagemca cpedcmaom UOeHMUGBUKAYUU Nob308amMers,
8bINYCKAEMbIM 000OPEHHbIM CepmuMUUUPYOULUM 0peaHOM 0718 a8Mopu3ayuu u
aymeHmMUGUKauuu nosb308amesis 8 cucmeme. I1eKmpoHHbIL cepmugukam mMoxem
b6bImb 8binyuUleH 0715 HPUOUYECKUX /Ul («KopnopamueHas nevyams») u 014 uuYecKux Auy,
(«[lepcoHarnbHbIl cepmughukamy). KnueHm Hecem omeemcmeeHHOCMb 3a N0O0OAIOULYHO
nposepky nuyHocmeli 8cex hosbaosamereli, Noay4arouux NepcoHanbHeIl cepmuguxam u
delicmayrowux om AUYa KAUeHMa, 8 PAMKAxX 3aKOHOO0ame16cmeda.

The Bank and the Customer are required to use digital certificates provided by authorized
persons, to ensure all Communications exchanged via a public Internet connection or an
otherwise unsecure Internet connection are fully encrypted and protected.

BaHK u KnueHm 0683aHb! UCN0/163080Mb 3/1EKMPOHHbIE CEpMUGDUKAMBbI, NPEAOCMAB/IEHHbIE
a8MOPU308AHHbIM HA 3MO AUYOM Unu KomnaHued, 015 obecneyeHus 6ezonacHol u
3aWugposaHHoOl nepedayu 3anpocoe 8 cucmemy baHka yepes MHmepHem.

CitiConnect for Files Authentication Methods

CitiConnect 01 ¢alinoe Memodsl aymeHmugukayuu

Digital
Certificates
SnekmpoHHbIe
cepmughukamel

See description above.

C/\/IO/?’?,DU onucaHue sbluwe

IP Address
Whitelist When
Using CitiConnect
Cnucok
pa3peweHHbIX

IP adpecos npu
uCcnosb308aHUU
CitiConnect

Certain Internet communications received by the Bank, for example, via a Virtual Private
Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating

from the Customer's designated IP address, and vice versa; and the Bank will only transmit
Communications to the Customer's designated IP address, and vice versa. Used in conjunction
with Digital Certificate method above.

Hekomopbie uHmepHem 3anpocsl, Nosy4aemsie baHKoM, Hanpumep, yepes VPN, moaym
nepedasamecsa ¢ onpedesieHHbIX 3apaHee IP-adpecos. baHk bydem npuHUMams 3aNpPocs! om
U nepedasams 0aHHble No mem IP-adpecam, Komopble 0603HaYeHb! KaK NpUHAdnexawue
KnueHmy. Vicnosne3yemcs emecme ¢ S71eKmMpPOHHbIM CEpMUGUKAMOM, YKA3GHHbIM 8bILUE.

CitiConnect API Authentication Methods

CitiConnect APl Memoodsl aymeHmuguKayuu

Digital
Certificates
SnekmpoHHsle
cepmugukamel

See description above.

Cmompu onucaHue golule
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|P Address
Whitelist When
Using CitiConnect
Cnucok
pa3pewieHHbIX

IP adpecos npu
Ucnosb308aHUU
CitiConnect

See description above.

CmMompu onucaHue soluwie

CitiConnect for SWIFT Authentication Methods

CitiConnect 0a5 SWIFT Memodsl aymeHmugukayuu

Digital
Certificates
SneKmpoHHbIe

See description above. Can be used in conjunction with SWIFT Authentication method below.

Cmompu onucaHue sbiwe. Moaym ucnosib308amesca BMecme ¢ mMemooamu aymeHmuqbumuuu

cepmucukamel 014 SWIFT, 0603HaYeHHbIMU HUME.

SWIFT Communications sent between the Bank and the Customer via the SWIFT network, including,
Authentication but not limited to, account information, payment orders, and instructions to amend or
AymeHmucguxauyus | cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual

8 SWIFT Documentation (as amended or supplemented from time to time) which includes without

limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

3anpocel, nepedasaemeole mexoy baHkom u KnueHmom yepes SWIFT, 8kato4as, HO He
02PaHU4UBAACE OGHHBIMU O CYEME, NAAMEMHLIMU NOPYHYEHUSMU U UHCMPYKUUU U3MeHUMb
Us1u OMMeHUMb NAAMeXHOE NopyyeHue, byoym asmopu308aHsI C UCNOI6308aHUEM NPOUEOYP,
0003HaYeHHbIX 8 KOHMPAaKMHeix dokymeHmax SWIFT (komopsie mo2ym 6bime 0ononHeHs! Unu
usmeHeHsl). [1od npouedypamu noHuMmaromes Obujue yca08uUs U NOMoeHUs, OOKYMeHmMayus
cepsuca FIN, a make Opyaue coenaueHus, Komopsle mo2ym bbime yCmMaHO8/1eHsb!

SWIFT. baHK He 06a3yemcs 86IN0/HAMb KaKue-1ubo npouedypsi 0418 aymeHmupuKauuu
omnpasumesa 3anpocos, He 0603HayYeHHble OokymeHmayuel SWIFT.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

baHk He Hecem omeemcmeeHHOCMU 30 OUWUBKU U 3a0epxKu 8 cucmeme SWIFT. KnueHm
Hecem omeemcmeaeHHOCMb 3a npedocmasseHue baHKy 3anpocos no ¢hopme, mpebyemoli u
onpedensemoli SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

3anpocel nepedasaemeble u nosydaemole yepes SWIFT peynupyromcs npasuaamu cucmemsi,
8K/10YaA npasusna YneHcmsa 8 cucmeme SWIFT. KnueHm 0osieH 03HAKOMUMbLCA U
cnedosams cmaHoapmam noda4u 3anpocos yepe3 SWIFT.
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SWIFT Authentication Method
SWIFT Memodsl aymeHmugukayuu

SWIFT
Authentication
(Direct
Connection

for Financial
Institutions)
AymeHmucgukayua
e SWIFT (Mpamoe
NOOK/ItoYeHue
0714 (hUHAHCOBbIX
yupexoeHull)

Communications sent between the Bank and the Customer via the SWIFT network, including,
but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

3anpocel, nepedasaemsie mexdy baHkom u KnueHmom yepes SWIFT, 8xknto4uas, Ho He
02PaHU4UBAACE OGHHBIMU O CYEMe, NAAMEXHLIMU NOPYHYEHUAMU U UHCMPYKUUU U3MeHUMb
unu ommeHUMb naamexcHoe nopy4eHue, bydym asmopu308aHs| C UCNOIb308GHUEM NPOUEDYP,
0603HaYeHHbIx 8 KOHMPaAKkmMHeix 0okymeHmax SWIFT (komopsie mo2ym 6bime 00NOsHEHb! Usu
usmeHeHsl). [1o0 npouedypamu noHuMaromcs Obujue yc108us U NOMOXHEHUS, OOKYMeHMAyuUs
cepsuca FIN, a make dpyaue coenauieHus, Komopblie mo2ym 6bime yCmaHo8/1eHsl

SWIFT. baHk He 06a3yemcsa 8bIN0AHAMb Kakue-1ubo npouedypsb! 07158 aymeHmuguKkayuu
omnpasumersi 3anpPocos, He 0bo3Ha4eHHsle OoKymeHmauuel SWIFT.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

baHK He Hecem omseemcmeeHHOCMU 30 owUbKu U 3a0epiku 8 cucmeme SWIFT. KnueHm
Hecem omeemcmaeHHOCMb 3a npedocmasseHue baHKy 3anpocos no ¢hopme, mpebyemoli u
onpeodensaemoli SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

3anpocel nepedasaemeble u nosy4daemeole yepe3 SWIFT peynupyromcs npasunamu cucmemsi,
8K/10YaA npasusna YneHcmsa 8 cucmeme SWIFT. KnueHm 0osxeH 03HAKOMUMbLCA U
cnedosames cmaHOapmam nodayu 3anpocos yepes SWIFT.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Uugposas/dnekmpoHHasa nodnucs Memoosi aymeHmuguxkayuu 05 nodaqu 37eKmpOoHHbIX OOKYMeHmMo8a

Digital Signature

Lugpposas
noonuce

A type of electronic signature that leverages digital certificates to validate the authenticity
and integrity of a signature, message, software or digital document.

Tun anekmpoHHoU nodnucu, KOMopas Ucnosb3yem 31eKmpoHHbIU cepmugukam Ons
8a/1UGAUUU OMNpasuMess 3anpoca U NOOMaeepHOeHuUs Uess0CmHOCmMuU NOONUCU, COObUEeHUS,
npoepamMmHo2o obecneveHus unu Uugpposoao 0OKyMeHmd.
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Electronic
Signature
IneKmpoHHasA
noonuce

An electronic symbol attached to a contract or other record, unique to and used by a person
with an intent to sign. Electronic signatures can be established in the form of words, letters,
numerals, symbols, click of a button on a website, upload of facsimile or scan of a physical
signature, signing on a touchscreen, or agreeing to any terms and conditions by electronic
means. Created under the sole control of the person using it, it is logically attached to or
associated with a data messaqge, capable of identifying the person who consents to the data
message and certifying the person’s consent. Such Electronic Signature would be submitted
to the Bank through the Bank's electronic channels and in compliance with the associated
Authentication Methods described above.

Sn1eKMpPoHHLIU CUMBOsI, NPUKPeNIAemMbll K KOHMpakmy usau opyaol 3anucu. Moxcem bbime
3aKpensieH 3a U UCN0s163084MbCA MO/bKO 30 KOHKPEMHbIM Ye108EKOM. 1eKMpPoHHAs
noonuce moxem bbime 8 sude c108, byKs, Uugp, CUMBO/I08, KHONKU HA calime, hakca

UnU 3a2py3Ku Konuu gusudeckoli nodnucu, NoONUCs Ha CeHCOPHOM 3KpaHe U coenacue

¢ 1106bIMU YCI08UAMU U CO2AUEHUAMU U 8 371eKmpoHHOM sude. Cozdaemcsa noo
KOHMposiem yenosekd, Komopbill 6yoem ucnosne308ame noonucs, U nepedaemcs

emecme ¢ coobujeHuem u noomeaepxroaem coaaacue No6308aMeNA Ha nepedasaemoe
coobuwjeHue. baHk nosydyaem 31eKMpPOHHY NOONUCL Yepes 31eKMPOHHbIe KaHAsb! baHKa 8
coomeemcmeauu ¢ Memodamu aymeHmu@bUKayuU yKa3aHHbIMU 8blWe.
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Manual Initiated Funds Transfer (MIFT) Authentication Method

B3auUMHO UHUYUUPOBAHHbIL 0eHexcHbIl nepesod (MIFT) MemoOdsi aymeHmugpuKkayuu

MIFT
Authentication
MIFT
aymeHmucguxkayus

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or cancelations of
previous manual instructions, may be made by fax or letter or upload to CitiDirect. Not all
forms are supported in all countries. Initiators are persons designated by the Customer who
are authorized to initiate transactions in accordance with restrictions, if any, are identified by
the Customer. Confirmers are person designated by the Customer that Bank may call back, at
its discretion, for confirmation of manually initiated instructions for funds transfers.

B3aUMHO UHUYUUPOBAHHbIU OeHexHbIl Nepesoo, BK/KOYAA UBMEHEHUSA U OMMeHY
UHUYUUPOBAHHbIX PAHee 3anpoco8 803MOMHO COBEPUILMb NO (hAKCY, C NOMOWBLIO NUCOMA UsU
yepe3 CitiDirect BE. He ace ¢hopmbl noddeprusaromcsa 0715 8cex CMpaH. MIHUUUamopom moxem
8bICMYNAMb N0/1b308aMeESb, ABMOPU30BAHHbIU KAueHmom Ha cosepuieHue mpaH3aKyul

8 COOMBEMCMBUU C KAKUMU-1UBO 02paHUYEeHUAMU, KOMOopble MaKxe onpedenaomca
KnueHmom. [Toomeepx0ames mpaH3aKyuto Mo2ym noss308amesnu, onpedeneHHslie
KnueHmom, K Komopsim baHk Moxcem 0bpaujameca no C80emy yCMompeHuto 014
noomeepxoeHus MpaH3aKuull UHUYUUPOBAHHbIX 8PYYHYIO.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide, Global
Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used by the
Customer as a contingency method to communicating instructions to the Bank.

B Hekomopbix cmpaHax, HoMep MobU/IbLHO20 MesAedoHA He NPUHUMAEMCS 8 KaYecmaee
Cpedcmea cesa3u ¢ Nob308aMENAMU, OMBEMCMBEHHbIMU 30 NOOMBepHOeHUE MPAH3AKYULU.
bosnee nodpobHas uHgpopmayusa 06 amom codeprcumcsa Cash Management User Guide

0114 Kamcool KoHKpemHoU cmpaHsl, [106as16HbIX NPOUEDYPAX ABMOPU3AUUU 83AUMHbIX
mpaH3aKyuli u ghopme YHuUBepcanbHo20 HazHaveHus nonsbzosamenell. MIFT cnedyem
UCN0/b308aMb 8 KAYECMae 3aNACHO20 KaHA/a hepedaqu 3anpocos baHKy.

SPOY}3N UOIFedIUSYINY
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>
Mail, Fax, Email and Messenger Authentication Methods 3 §
Moyma, ¢hakc, anekmpoHHaA noYma u mecceHoxcepol Memodsl aymeHmuguKayuu §\ %
Seal Image Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT % §
Verification requests, are verified and collated with due care based on the seal image contained in the ; g
loomeepxoeHue | Customer's authority document or similar document provided to the Bank. S §
neyamu S
S o

o

w

KoppecnoHdeHuyus, nony4aemas baHKOM no ¢hakcy, noYme, 31eKmpoHHOU noyme unu Yyepes
mecceHoxep, ucknoyaa MIFT 3anpocesl, paccmampusaromcsa U NOOMmMeepHoaromcs ¢ NOMOULbHO
neyamu, cooepxcauielica Ha 2eHepasibHbIX PACNOPAMEHUAX KaueHmMa unu Opyaux CXOHuUX

hopmax.
Signature Correspondence received by the Bank via fax, mail email or messenger, excluding MIFT
Verification requests, are signature verified based on the information contained in the Customer’s
loomeepxdeHue | authority document or similar document provided to the Bank.
noonucu
KoppecnoHdeHuyus, nony4yaemas baHKOM no ¢haxcy, noYme, 31eKmpoHHOU noyme usu Yyepes
mecceHOMep, uckmro4as MIFT 3anpocsl, paccmampusaromcs u no0meepoaromcs ¢ NOMOWbHO
noonucu, cooepiauletica Ha 2eHeparbHbIX PACNOPAXEHUAX KaueHma unu 0py2ux CXOHUX
opmax
Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are opened by
besonacHas entering a private password. Both the message body and any attached files are encrypted.
nepedaya PDF A private password can be set up upon receipt of the first secure email received.
3awughposaHHsIe 31eKMPOHHbIE NUCbMa docmassatomcs 8 1toboli NoYmoselli cepauc 8 sude
PDF dokymeHmMo8, Komopele mo2ym bbimb omKpbimel naposem. LLiugposaHuto nodnexam u
meKcm nuceMa, U npukpenseHHsle ¢adissi. [laposb 018 O0KyMeHMo8s Moxem bbimb cO30aH
npu Nosy4eHUU Nepsoao 3aUWUGPOBAHHO20 NUCLMA.
MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private email
MTLS connection between the Bank and the Customer. Emails transmitted using this channel are

sent over the Internet through an encrypted TLS tunnel created by the connection.

0bszamerbHbIl 6e3onacHsIl KaHan nepedadu 0aHHbIX (Mandatory Transport Layer Security
(MTLS)) cozdaem 3auuweHHbIl U 6e30nacHsil cepsuc 0OMeHa 31eKMpPOHHbLIMU NUCLMAMU
mexdy KnueHmom u baHkom. lucema nepedaromca Yepes uHmepHem no 3aWugpo8aHHOMY
TLS KaHany.

Phone Authentication Methods

TenegpoH MemoOsi aymeHmuguxkayuu

PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate authorized
PIN access.

KnueHm, ceA3bigasce ¢ 6aHKOM no mesnegoHy, dosmieH ssecmu [MMH-k00 u asmopuzosams

docmyn.
Verification Customers contacting the Bank via phone are prompted by the Bank's service representatives
Questions to provide correct verbal responses to verification questions in order to validate authorized
CekpemHeolli access.

sonpoc
KnueHm, ceasbigasce ¢ baHKOM no mesegoHy, 0onxeH npedocmasumes compyoHUKY baHka

YCMHbILU omeem Ha cekpemHsili 8onpoc 0718 asmopusayuu docmyna.

The availability of Authentication Methods described above varies based on local markets.

ZlocmynHocmb KOHKpemHbsix Memo0o8 aymeHmuguKayuu Moxem U3MeHAMbCA 8 3a8UCUMOCMU Om
docmynHocmu 8 Kax0OoM peauoHe.
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3. Customer Responsibilities
OmeemcmseHHocmb KnueHma

3.1

3.2

3.3

3.4

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
Account(s) on behalf of the Customer at an entity level for all Services and connectivity channels,
and (ii) each person acting on behalf of the Customer being duly authorized by the Customer to act
on the Customer’'s Account.

MoeHmupuKkayus a8mopu308aHHbIX KaueHmos: KaueHm Hecem omeemcmeeHHocms 3a: (a)
UGeHMUUKAUUIO 8cex (hu3UYeCKUX /UL, cosepuarouux delicmsus co cyuemamu, om aAuya KaueHma
80 BCEX CEPB8UCAX U KaHAsax cefa3u baHka, u (6) mo, umobsi Kaxdoe auyo, cosepwaroujee oelicmaus
no cuemam om auya KaueHma, 6bi70 A8MOPU30BAHO HAOAEHAWUM 0OPAZOM.

Customer is responsible for assigning and monitoring any transaction limits assigned to the
Customer and/or its users and ensuring that these limits (a) do not exceed the limits as required by
the Customer's internal policies and other authority and constitutive documents such as Customer's
Board of Director resolutions, Bank Mandates, Power Of Attorney, or equivalent document, and (b)
are properly reflected on all connectivity channels and user entitlements.

KnueHm Hecem omeemcmeeHHOCMb 3a HA3HAYeHUe U MOHUMOpPUHE 0BbiX AUMUMO8 Ha
MPaH3aKyUU, ycmaHosesneHHbIx KaueHmy u/unu e2o nosnszosamesnam, yoewoascb 8 mom, 4mo amu
AUMUMBGI (@) HE NpesbILam AUMUMO8, YCMAHOB/EeHHbIX 8HYMPeHHUMU HopMamusamu KaueHma u
dpyaumu npednucaHusmu, Kaxk pekomeHoayuu Cosema Lupekmopos KnueHma, mpebosaHusa baHka,
0osepeHHOCMAMU UsU 3K8UBAAEHMHbIMU O0OKyMeHmMamu, u (6) nodobarowum obpazom ompaieHsi 80
8CexX KaHA/AxX C8A3U ¢ bAHKOM U N0Ab308aMESbCKUX KOPUCOUKYUSAX.

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified
by the Bank in accordance with applicable AML legislation requirements before granting access
to perform certain functions. Please contact your Customer Service Representative or visit the
CitiDirect BE website for further information.

Hekomopele topucdurkyuu moaym mpebosams, Ymobbl noss3osamersu (U ux coomeemcemsayrouiue
nosHOMOoYUA) onpedensnuce 6AHKOM 8 COOM8emMcmeuU ¢ yCMaHo8/1eHHbIMU NPOYEDYPAMU NO
npomusoodelicmeuto ommbI8AHUK 0EHEHHbIX Cpedcms, neped npedocmassaeHuem um 0ocmyna

K onpedeneHHbIM yHKUUAM. [Toxanylicma, cearcumecs ¢ 8awum npedcmasumesem CryHbsi
noddepxcku unu nocemume seb-calim Citi Direct BE 0514 nony4yeHuAa 6osee nodpobHol uHgopmayuu.

Safeguarding of Authentication Methods

3awuma memodos aymeHmupuKkayuu

The Customer is responsible for safequarding the Authentication Methods and Credentials with
the highest standard of care and diligence, and ensuring that access to and distribution of the
Credentials are limited only to persons that have been authorized by the Customer.

KnueHm Hecem omeemcmseHHOcmb 3a obecneyeHue sovicuieli cmeneHu 6esonacHocmu Memodos
AymeHmudgukauuu u lMoaHomouuli 015 obecneyeHus moao, Ymobbl docmyn K COOM8emMcmayoujum
NosHOMOYUAM bbls1 MOsILKO Y NOsIb308aMesell, a8MopU308aHHbIX KAUEHMOM.

Communications sent by a third party: Where the Customer is using a Credential to identify and
authenticate their Communications as originating from them as a legal entity, the Customer

is responsible for exercising full control over the use of such Credentials when sending
Communications to the Bank, including where such Communications are sent by applications and/
or systems that are managed by a third party on behalf of the Customer. In all circumstances the
Bank will (@) deem any Communication it receives through an electronic connectivity channel, that
has been received by the Bank in compliance with these Security Procedures duly authenticated
as originating from the Customer, as a Communication instructed by the Customer and (b) may
act upon any Communication that it receives on behalf of the Customer in compliance with these
Security Procedures.
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3anpocel om mpemoux nuy: Tam, 20e KaueHm ucnosnsdyem [MonHomoYuA 0119 udeHmuguKkayuu u
aymeHmMuUUKayuu 3anpocos, Ucxo0auux om auya KaueHma, oH Hecem omeemcmeeHHOCMb 3a
obecneyeHue NosaHO20 KOHMPOJIA 3G UCNOAL308AHUEM MAKUX [TosIHOMOYUU, BKOYAA CyYauU, Ko2da
coomsemcmayrowuli 3anpoc bl omnpasaeH Yepes KaHAs Unu NPUAoXeHUeE, ynpasasemoe mpemseli
cmopoHol om auya KnueHma. Bo ecex cryyasx baHk 6ydem (a) nosgeams, Ymo 8ce 3anpocei,
nosy4eHHble NO 31eKMPOHHbLIM KAHAAAaM nocse Hadnexawel aymeHmMuU@pUKauuu 8 coomeemcmauu ¢
MMpoyedypamu 6ezonacHocmu, nosy4yeHsl No ykasaHuto KnueHma, u (6) deticmeosams 6 coomsemcmauu
€ 3aNPOCOM, NOAYYEHHBIM OM AIUYA KAUEHMA 8 COOM8emcmauu co 8cemu npoyedypamu bezonacHocmu.

4. Data Integrity and Secured Communications
LlenocmHocme 0aHHbIX U 6e3onacHocme obmeHa uHgpopmayueli

4.1

4.2

4.3

4.4

4.5

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily
secure communications and delivery systems, and (ii) under the Bank's control.

KnueHm 6ydem nepedasame u nosy4ams OaHHbIE OM BAHKaA, UCNO/b3Ys UHMepHem, no4ymy,
371eKMPOHHYO NoYMYy U/Unu hakc, 0Co3HABAS, YMo (a) OaHHbIE KaHAs1bI He ABAAMCA
2apaHMuposaHHo beszonacHeimu, U (6) He Haxo0amca nod KoHMposaem baHKa.

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to
ensure that information is kept confidential and that it is not changed during electronic transit.

baHk ucnonssyem sedywue cucmemsl WUGPOBaHUA (Komopsie onpedenAaomca HenocpedcmaeHHO
6aHKOM), YMo noMmozaem coXpaHAMb OaHHbIE KOHGBUOEHUUAbHBIMU U HEU3MEHHbLIMU 8 hpoyecce
3an1ekmpoHHoU nepedayu.

If the Customer suspects or becomes aware of a technical failure or any improper or potentially
fraudulent access to or use of the Bank's Services or connectivity channels or Authentication
Methods by any person (whether an authorized person or not), the Customer shall promptly notify
the Bank of such occurrence. In the event of improper or potentially fraudulent access or use by
an authorized person, the Customer should take immediate actions to terminate such authorized
person's access to and use of the Bank's Services or connectivity channels.

Ecnu KnueHm 3an0003pus unu 06HApyHusa mexHUYeCcKyo HeucnpagHoCme Uau HexcesnamesnnsHoll u,
B803MOMCHO, npecmynHbili docmyn K 6AHKOBCKUM KaHAAam ceA3u uau Memodam aymeHmugukayuu
KaKUM-1ub0 UYOM (@8MOPU30BAHHbLIM Uau Hem), KaueHmy Hadnexcum HemeOdneHHO y8edoMumes

06 amom baHK. B criydae HexceanamenbHo2o Usau NomeHUuuaabHo npecmynHo2o 0ocmyna K
aB8MOopPU30BAHHbLIM AUUOM, KnueHm 0os1xeH Hemeds1eHHO npednpuHAMb delicmeaus No NPEKPaueHUo
docmyna 0aHHO20 1UYA K KOHAAAM C8A3U C baHKom.

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a
third party) to support the formatting and recognition of the Customer’s data and instructions and
acts upon Communications with the Bank, the Customer will use such software solely for the purpose
for which it has been installed.

KnueHm ucnons3yem npozpammHoe obecnedyeHue, npeoOHa3HayeHHoe 0714 cocmasaeHus coobuweHull
Unu WugposaHusa (npedocmasneHHoe baHKoM Usau mpemosumu CMOPOHAMU) 0718 NOOOepHKU 3000HHO20
hopmMamupo8aHUA OaHHbIX U 0becnevyeHus 803MOIHOCMU PACNO3HABAHUA OGHHbIX HO CMOPOHE

baHK, a makxe obecnevyeHus KommyHUKayuu ¢ bankom. KnueHm 6ydem ucnosne308ame yKa3aHHoe
npoepammHoe obecneqeHue UCKI4YUMEsbHO 8 Uesax C KOmopbiMU OHO Bbls10 yCmaHOB/EHO.

The Customer accepts that the Bank may suspend or deny users' access to Services requiring the
use of Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or
(ii) to safequard the Services or Credentials.

KnueHm coanawaemca Ha mo: Ymo baHK Moxem npuocmaHo8UMb Uau 0OMKA3ame 8 docmyne

K Cepsucam, 0715 docmyna K KomopbiM mpebyemca npedocmasums [1osHoMoYus, (a) 8 cry4yae
nodo3peHus Ha HenpasomepHoe Usu npecmynHol ucnosb3osaHue nosHomouull (6) 0na 6esonacHocmu
Cepsucos u lMosHomouud.
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5. Security Manager and Related Functions
Ponb MeHedxcepa 6e3onacHocmu u e2o pyHKyuu

For applications accessible in CitiDirect BE (with the exception of Personal Certificates discussed below), the Bank
requires the Customer to establish a “Security Manager"” function. Security Managers are responsible for:
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114 npunoxceHud, docmynHeix e CitiDirect BE (kpome NepCoHas1bHbIX Cepmu@UKamMOo8, YKa3aHHbIX HUME),
baHK mpebyem om KaueHma Ha3Ha4YeHUA UL, 8bINOAHAOWUX pose MeHedxepa besonacHocmu. MeHedxmep
be3onacHocmu omeemcmeeHeH 3a:
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5.1 Establishing and maintaining the access and entitlements of users (including Security Managers
themselves) including activities such as to: (a) creating, deleting or modifying user Profiles (including
Security Manager Profiles) and entitlement rights (Note that user name must align with supporting
identification documents); (b) building access profiles that define the functions and data available
to individual users; (c) enabling and disabling user log-on credentials; and (d) assigning transaction
limits (Note these limits are not monitored or validated by the Bank and Customer should monitor
these limits to ensure they are in compliance with the Customer's internal policies and requirements,
including but not limited to, those established by the Customer’s Board of Directors or equivalent);

YemaHosneHue u noddepxcaHue 0ocmyna U npas 8cex nosib3dosamerel, 8Kaw4Yas camoao MeHedxwepa
b6e3onacHocmu, ¢ noMmowbto: (a) co30aHuUs, yOaneHUa unu u3MeHeHUs Nos16308amesbCKUx npogunel
(8Knt04as npopune MeHedxepa bezonacHocmu) u npas docmyna (Obpamume 8HUMAHUE, YMO

UMA nosib3osameris 00MHHO cOBNAOAMSb C UMEHEeM, YKa3aHHbIM 8 yoocmosepeHuu nudyHocmu); (6)
co30aHue npogpuneli ¢ nepedyHem yHKUUL U yposHem docmyna 0719 omoesibHbIX nosibzosamenel;

(8) 8KtOYEHUE U OMKAKOYEeHUEe hoAHOMOYUl nonbzosamenel; (2) ycmaHosneHuUe AUMUMos Ha
mpaH3akyuu (Obpamume 8HUMAaHUE, YMo BaHK He KoHMponupyem OaHHble AUMUMsl U KaueHm
dosmieH camocmoamensHo obecnevyusame Ux coomaemcmesue 8HympeHHel NoaumuKe KOMNaHuu,
8K/1H0YAA ycmaHoseHHyo Cosemom [upekmopos KaueHma uau UHbIMu O0KYMeHmamu),

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments
and beneficiary libraries) and authorizing other users to do the same;

Coz0aHue u modugurkayud 3anuceli 8 bubsnuomerxax KnueHma (makue Kaxk wabsnoHsl 0719 MpaH3aKyul
U CNUCOK beHeguyuapos), a makie asmopusauus noans3osamereli 0714 co30aHUA U pe0aKmMupo8aHUS
3anuced;

5.3 Modifying payment authorization flows;

V3meHeHue nomoKoe OaHHbIX;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the
Customer's users; and

PacnpedesneHue memodos nosy4eHuUs OUHAMUYECKO20 NAPOsIA U Opyaux NOAHOMOYUL Mexoy
nosnvzosamenamu KnueHma;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised.

YeedomneHue baHKka npu 803HUKHoOB8eHUU nOC)OS’pE’HUH HQ HapyweHue besonacHocmu cucmemei.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due
to requlatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of
the Customer.

Obpamume sHumaHue: Posb u 06a3aHHocmu MeHedxepa bezonacHocmu Mo2ym 8apbUupoB8aMbCSA UAu He
b6bIMb NPUMEHUMbI 0718 HEKOMOPbIX FPUCOUKUYUL U3-30 30KOHOOAMEIbHbIX 02PAHUYeHUl U/unu onepayuoHHbIX
803MoHOCcmel. B makux ropucOukyuax baHk moxcem nompebosame 0onosHUMes1bHble cee0eHUsA 0714
8bInoHeHUsA poau MerHedxepa 6esonacHocmu om Auya KaueHma.
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6. Use of CitiDirect BE by Security Managers
Ucnones3osaHue CitiDirect BE MeHedxepom b6e3onacHocmu

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum

of two Security Managers are required. Any two Security Managers, acting in concert, are able to give
instructions and/ or confirmations through the connectivity channels in relation to any Security Manager
function or in connection with facilitating communications. Any such communications, when authorized by
two Security Managers, will be accepted and acted on by the Bank and deemed to be given by the Customer.
The Bank recommends the designation of at least three Security Managers to ensure adequate backup. The
Customer shall designate Customer's Security Managers on the TTS Channels Onboarding Form. A Security
Manager of the Customer may also act as the Security Manager for a third party entity (for instance, an
affiliate of the Customer) and exercise all rights relating thereto (including the appointment of users for that
third party entity’s Account(s)), without any further designation, if that third party entity executes a Universal
Access Authority form (or such other form of authorization acceptable to the Bank) granting the Customer
access to its account(s). This only applies in relation to Account(s) covered under the relevant authorization.
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39 12241g131D dNHDEOEUOLIY,

Monumuka baHk npednuceleaem HazHavyeHue KaueHmom 08yx (2) nuu, omeemcmaeHHbIX 30 8600 U UChOHeHUe
UHCMpyKyul; 8 c8A3U € 3mum, He0bxo0UMO ymeepoums, KaK MuHUMym 08a MeHedxcepa 6ezonacHocmu. /Tlobbie
dsa MeHedxcepa bezonacHocmu emecme Mmo2ym 0esname 3anpock! U/uau 0asame NOOMEEPHOEHUA 8 PAMKAX
nosiHomoyuti Opyz opyaa. [odobHbIl 3anpoc, noomsepxoeHHbil 08yma MeHedxepamu, bydem obpabomaH
baHKoM, Komopsil bydem cyumame, Ymo 3anpoc omnpassaeH om auya KaueHma. baHK pekomeHoyem
Ha3Ha4yume MuHUMym mpex MeHedxepos bezonacHocmu, 0514 obecneyeHus HenpepbsigeHol pabomel 8 criy4yae
HedeecnocobHocmu 00H020 U3 MeHedxcepos. KnueHm 0onxeH ykazams OaHHble Ha3Ha4yaemozo MeHeoxepa

8 ®opme 0519 NOOKAOYEHUSA K UUGDPOBLIM KaHanam. MeHedxep 6€30NnacHOCMU KAUeHMa MaKM e Moxem
UCNOAHAMb QHAM02UYHYIO POsb 0718 mpembeli CmopoHsl (Hanpumep, 0711 0odepHel KOMNAHUU) U 8bINOAHAMb
ece 06A3aHHOCMU (8KAKOYAA Ha3Ha4YeHUe docmyna noss3osamereli K cHemam mpemeeli CmopoHsi) b6e3
00onosIHUMes1bHo20 y8edoMsIeHUs, 8 Cay4ae ecau cmopoHa umeem ¢ KnueHmom []o2080op yHUBEPCA1bHO20
docmyna (unu opyeas popma, 0006peHHaa EaHKOM). IMo NPUMEHUMO MOsLKO 0718 CYEmMos, YKa3aHHbIX 8
coomsemcmayrouem 002080pe.

7. Use of CitiDirect BE by Security Officers (For Personal Certificates only)
Ucnone3zosaHue CitiDirect BE CompydHuKom o 6e3zonacHocmu (TosbKo 0418
MepCcoHas1IbHbIX cepmugpukamos)

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals
("Personal Certificates"). Therefore, two Security Officers are required to assign and removal Personal
Certificates to users, for the purpose of authenticating and authorizing Communications on the connectivity
channels. The Bank recommends the designation of at least three Security Officers to ensure adequate
backup. Any Communications authorized by Personal Certificates will be accepted and acted on by the Bank
and deemed to be given by the Customer.
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lMonumuka baHk npednucbieaem HazHavyeHue KaueHmom 08yx (2) nuu, omeemcmaeeHHbIX 3a ynpasneHue
NepcoHanbHbIMU cepmuchukamamu. [lomomy, Heobxooumo ymeepoums 08yx CompydHUK08 no 6ezonacHocmu,
Komopsle 6bl 8MOPU3080a1U 3aNPOC 8 bAHK HA 8b10aYY U 0M3bI8 NEPCOHAbHLIX cepmupukamos. baHK
pekomeHOyem HA3HaYUMe MUHUMYM mpoux CompyoHUKo8 ho besonacHocmu, 017 obecneyeHuUA HenpepblaHOU
pabomel 8 cyyae HedeecnocobHocmu 00Ho2o u3 CompyoHuKos. /Tloboli 3anpoc, a8MmMopu308aHHbIL
nepcoHanbHsuIM cepmugukamom bydem obpabomaH baHKkom, Komopsili bydem cyumame, 4mo 3anpoc
omnpasseH om auya KnueHma.
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