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MpunoxeHune 1. CnpaBka O rpynne KomnaHui
«CurHan-KOM», nporpammHoO-annapaTHOM
Komnnekce «Notary-PRO» n apyrux npoaykrax
rpynnbl KomnaHuii «CurHan-KOM»

(c usmeHeHusamu om 17 okmabpa 2019)
YmeepxcdeHo 3acedaHuem lMpaesneHus AO Kb
«CumubaHK» Ha ocHosaHuu lNpomokoaa Ne9 om
29 ag2zycma 2019 200a

1. Undopmauumsa o paspaboTumnKe

000 «CurHan-KOM»

loaHoe HAQUMeHOoB8aHUe: Obuiectso C
OrpaHWYeHHON  OTBETCTBEHHOCTblo  "CurHan-
KOM"

fOpuduyeckuli _adpec: 115088, r. MocKsa,

KpyTunuKas Hab., a. 23, KB. 64.
Moymossil adpec: 115193, Mocksa, a/a Ne6.

dakmuyeckuli aopec: 115088,
Yrpewckaa yn., 4. 2, ctp. 15.

OlPH: 1107746194808.

MockKsa,

WHH: 7723751330

K. 772501001

OKI0: 65317618

P/c: 40702810500014830359 8 AO HOHuKpeaut
baHK, r. MockBa

k/c: 30101810300000000545

BbUK: 044525545

Hanuyue auueHsul: NuueHsns ®Cb Poccum Ha
npaso Ha npoaaKy n TeXHU4YecKoe
obcnyKmBaHMe Kpuntorpaduyeckux npoayKToB
J1C3 N2 0007667 Per. Ne 12678H o1 23.01.2013r

3A0 «CurHan-KOM»

[onHoe HauMeHo8aHUe: 3aKpbITOe aKUMoHepHoe
obuectso "CurHan-KOM"

Adpec ropuduyecKul: 125315,
yn.Ycuesuua, 4.19, KomHaTa npaBaeHus

MockKsa,

Adpec  chakmuyecKud: 115088,
Yrpewckasa yn., 4. 2, ctpoeHne 15
OlPH: 2027714020684

MockKsa,

WHH: 7714028893

Hanuyue auueHsuli: NnueHsns ®Cb Poccumn Ha
npaBo Ha pa3paboTKy, NPoAAXKy U TeXHUYECKoe
obcnyKmBaHMe Kpuntorpaduyeckux npoayKToB
J1C3 N2 0000089 per.Ne 12291 H o1 22 utoHA 2012r

2. UHdpopmauma o npoayKTax

Annex 1. Fact sheet on the Signal-COM group,
the Notary-PRO hardware and software system,
and other products from the Signal-COM group

(with amendments dated October 17, 2019)
Approved by AO Citibank Management Board
based on Protocol 9 dated August 29, 2019

1. Information about the developer

000 Signal-COM
Full name: Signal-COM Limited Liability Company

Legal Address: Krutitskaya embankment, bldg. 23,
apartment 64, Moscow, 115088,

Postal address: 115193, Moscow, post office box
#6

Physical address: 2 Ugreshskaya ulitsa, bldg. 15,
Moscow, 115088

Primary State Registration Number (OGRN):
1107746194808

Taxpayer ID# (INN): 7723751330

KPP: 772501001

OKPO: 65317618

Account number: 40702810500014830359 in AO
UniCredit Bank, Moscow

Corresponding account: 30101810300000000545
Bank Identification Code (BIC): 044525545
Licenses held: FSB of Russia License for the right to
sell cryptographic products and provide technical
support LSz No. 0007667, registration
No. 12678 N dated January 23, 2013

ZAO0 Signal-COM

Full _name: Signal-COM
Company

Legal address: Board Room, 19 ulitsa Usievicha,
Moscow, 125315

Closed Joint Stock

Physical address: 2 Ugreshskaya ulitsa, bldg. 15,
Moscow, 115088

Primary State Registration Number (OGRN)
2027714020684

Taxpayer ID# (INN): 7714028893

Licenses held: FSB of Russia License for the right to
develop, sell, and service cryptographic products
LSZ No. 0000089, registration No. 12291 N dated
June 22, 2012.

2. Product information
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MNAK YU Notary-PRO

MNAK Yaoctosepstowmii Llentp (YU) «Notary-PRO»
npegHasHavyeH ana opraHusauuu 7
AAMUHUCTPUPOBAHMA OZHOPAHIOBbIX 7
NepPapXMUYECKMX CUCTEM YMNPABAEHUA KAOYeBOM
nHGOpMaLumMmM B CETAX KOHPUAEHLMANBHOM CBA3Y,
NOCTPOEHHbIX Ha 6ase OTKpbITOro
pacnpezenenus Kpuntorpapuyeckmx katouen PKI
(Public Key Infrastructure).

NMAK VYL «Notary-PRO» BbINnOAHAET poJb
3NEeKTPOHHOTO HoTapuyca, 3aBepsAoLWwero
NOAJIMHHOCTb OTKPbITbIX KAtOYEl, YTO NO3BONsET
MX  BNagenbLuamMm  NONb30BATbCA  yCayramu
3aWMLLEHHOTO B3aMMo4encTema 6e3
npegBapuTeIbHON TNYHOM BCTPEYUMN.

Unudposaa nognucb agmumHuctpatopa YU, B
cocrase ceptudukata obecneunBaet
[0CTOBEPHOCTb M OAHO3HAYHOCTb COOTBETCTBMA
OTKPbITOrO KAKOYa ero Bnagenbly.

File-PRO

MporpammHbIi kKomnnekc File-
PRO npegHasHayeH Aansa Kpuntorpaduyecko
3awmTbl  $ainioB npomsBosibHOro ¢opmata B
dalinoBbIx cucTemax MS

Windows 2000/XP/2003/Vista/2008/7/8/10 n
npUcoeguHeHHbIX GaMaoB B 3NEKTPOHHbIX
MoyToBbIX COODLWEHNAX B Cpeae MOYTOBOro

KnneHTa MS Outlook
97/98/2000/2002/2003/2007.

Admin-PKI

Mporpamma Admin-PKI peanusyet $YHKUMM
reHepaumMm  Kpuntorpaduueckux Kaden wu
3anpocoB Ha cepTudmKkaTbl X.509, a TakKe apyrue
CEPBUCHbIE byHKUMM, CBA3aHHbIEe c
dbopmmnpoBaHMEM U OBCAYKMBAHMEM KIHOYEBbIX
HocuTenet B cuctemax PKI (Public Key
Infrastructure - WHopacTpyKTypa OTKPbITbIX
KNtoYen), noamdepHMBAOWMX  3aLUMLLEHHbIE
NPUAOXKEHUSA, NMOCTPOEHHblEe Ha 6aze

ABYXK/NHO4YEBbIX KpMI’ITOI’pad)VI‘-IeCKMX a/ITOPUTMOB.

Signal-COM JCP/CMS/TSP

Kpunto nposanaep Signal-COM Java
Cryptographic Provider (Signal-COM
JCP) peanusyet poccuiickne Kpuntorpaduyeckme
aNropuTMbl M npeaHasHavyeH Ana paspaboTku
Java-npunoxenunit n annetos. Signal-COM JCP
BbINOJIHEH B COOTBETCTBUM co
cneundukaumamm JCA (Java Cryptography

Notary-PRO Certification Authority hardware
and software system

The Notary-PRO Certification Authority (CA)
hardware and software system is designed to
organize and administer peer-to-peer and
hierarchical systems for key data management in
private communication networks built on public
key infrastructure (PKI).

The Notary-PRO CA hardware and software
system fulfills the role of an electronic notary by
authenticating public keys, which enables their
holders to make use of secure interaction services
without a preliminary in-person meeting.

The digital signature of the CA administrator
included in the certificate ensures the authentic
and unique conformity of a public key to its
holder.

File-PRO

The File-PRO software system is designed for the
encryption of files in any format in the MS
Windows 2000/XP/2003/Vista/2008/7/8/10 file
systems and of attached files in e-mail messages
in the MS Outlook 97/98/2000/2002/2003/2007
mail Customer environment.

Admin-PKI

The Admin-PKI software performs functions for
the generation of cryptographic keys and requests
for X.509 certificates, along with other service
functions related to the generation and
maintenance of key carriers in public key
infrastructure (PKI) systems supporting secure
attachments structured on the basis of dual-key
cryptographic algorithms.

Signal-COM JCP/CMS/TSP

The Signal-COM Java Cryptographic Provider
(Signal-COM JCP) implements Russian
cryptographic algorithms and is designed for the
development of Java applications and applets.
Signal-COM JCP was developed in accordance
with JCA (Java Cryptography Architecture API
Specification & Reference) and JCE (Java
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Architecture API Specification & Reference) n JCE
(Java Cryptography Extension Reference Guide).
Bubnunoteka Signal-COM Java CMS npeacrasnset
coboit  peanusaumio  NPOTOKONA  3aLMTbI
coobueHnit Cryptographic Message Syntax (RFC
5652 1 RFC 4490) ¢ Mcnonb3oBaHMEM POCCUIACKMX
KpunTorpadpuyeckmx aaroputmos WndpoBaHUa u
3/IEKTPOHHOM UM pPOBOM NoanNmcK.

Bubnnoteka Signal-COM Java TSP npeacrtasnset

coboit peanusaumto npoTtokosna Time-Stamp
Protocol(RFC 3161)c NCNoNb30BaHMEM
POCCUMCKMX  KpunTOrpaduUyeckux anaroputmos
XawndpoBaHMA U INEKTPOHHOW  unbpoBOi
noanucu.

Arbiter-PKI

MporpammHbIi moaynb Arbiter-

PKI npeaHasHayeH gna pa3bopa KOHOAMKTHbIX
CUTyaUMIi, BO3HMKAIOWMX B TeX C/ay4yanx, Koraa

YYaCTHUKM cucTembl 3NEKTPOHHOTO
AOKYyMeHTOo0b60poTa  OCMapuBalOT  aBTOPCTBO
/AN UENOCTHOCTb COAEP’KUMOro [OKYMEHTa,
noAnNnUCcaHHOro 3/IEKTPOHHOM umdposoi
noanucbio (3LLM).

SC Signature Plug-in

ObecneunBaer GoOpPMUPOBAHNE  IIEKTPOHHOM

noanucu ¢opmata CMS ana paiiioB U CTPOKOBbIX
AaHHbIX. Kpuntorpadumyecknin  GyHKUMOHan B
nnarnHax SC Signature Plug-in, SC BCO Plug-in n
SC KeyGen Plug-in peann3osaH C
MCMOIb30BaHNEM KpunTtorpaduyeckoi
6MbnmoTekn Message-PRO pa3paboTku
KomnaHmn «CurHan-KOM», €O BCTPOEHHbIM
ceptuomumpoBaHHbim CK3U «Kpunto-KOM», B
CBA3M C yemM Ana cBoei paboTbl MAarMHblI He
TpebytoT HX NpeaBapUTENbHON YCTAaHOBKM KaKMX-
nbo  JONOMHWUTENbHBIX KpunTorpaduyeckmx
Mmoaynel  UAM  KPUNTO  NPOBaMAEepoB, HM
aAMUHUCTPATMBHBIX MNpPaB MpW YCTaHOBKE Ha
KOMMbOTEP.

Cryptography Extension Reference Guide)
specifications.
The Signal-COM Java CMS library is a

Cryptographic Message Syntax implementation
(RFC 5652 and RFC 4490) using Russian encryption
algorithms and digital signature.

The Signal-COM Java TSP library is a Time-Stamp

Protocol implementation (RFC 3161) using
Russian encryption algorithms and digital
signature.
Arbiter-PKI

The Arbiter-PKI software module is designed to
parse conflict situations arising in those cases
when electronic document exchange system
participants dispute the authorship and/or
integrity of the contents of a document signed
with a digital signature.

SC Signature Plug-in

Ensures the generation of an electronic signature
in the CMS format for files and string data. The
cryptographic functionality in the SC Signature
Plug-in, SC BCO Plug-in and SC KeyGen Plug-in is
implemented by means of Message-PRO
cryptographic library developed by Signal-COM,
with  the built-in  certified cryptographic
information protection facility Crypto-COM, in
this connection the plugins do not require neither
the preliminary installation of any additional
cryptographic  modules or  cryptographic
providers, or administrative rights when installing
on a computer.



