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MpaBuna o6meHa 31eKTPOHHbIMU
AOKYMEHTaMM1 Npu o6cnyKuBaHumn
KopnopaTuBHbIX KAneHToB AO Kb «CUTUBaHK»

YmeepxoeHo 3acedaHuem [MpasneHua AO Kb
«CumubaHK» Ha ocHoeaHuu lpomokosaa Ne 6
om 28 mas 2024 200a

1. TepmuHbl U onpeaeneHma

AsTOopusartop - YNONHOMOYEHHbIN

npeactaeutens KaneHTta, vmewWwMin npaso

pacnopaxaTtbca AeHeXHbIMW cpeacTBaMM Ha
cooTBeTcTBYlOWeMm cyeTe KameHTa 1 coBepluaTtb

WHble aencreuns, npeaycMoTpeHHbIe

YNONHOMOUYMNBAOWNMN  AOKYMEHTaMU, nyTem

HanpasneHWA B BaHK DNeKTPOHHOro AOKyMeHTa.

ApmuHuctparop Cucremni CitiDirect BE — anuo,

Ha3sHa4yeHHoe KAMEeHTOM BbINOAHATb GYHKLMUMU

Ynpasnsawowero no 6esonacHoctM (Kak 3To

npegycmoTtpeHo lMpoueaypamum 6e3onacHoCTy,

copepawmmmca B MNpunoxkeHnn 7 K HacToALUM

MpaBuiam), AENCTBUMA KOTOPOro OMucaHbl B

MpunoxeHun 5 K HacToAwmm MNpasunam.

Onepatop 6e3 npaBa aBTOpMU3aLUK NAATEKEN -

YNOJIHOMOYEHHbIN nNpeacTaBuTens KnuedTa,

obnagjalowmMn NONHOMOYUSMM HA MPOCMOTP

MHopmaLunM Nno COOTBETCTBYIOLWMM CYETAM

KnuneHTa, Ha co3gaHue NAaTeXHbIX

pacnopsKeHui, CepBUCHbIX  3anpocos,

OOKYMEHTOB BaJIlOTHONO KOHTPOJIA U WHbIX

AOKYMEHTOB, AOCTYMHbIX AN paboTbl B Cucteme;

Ha BbIFPY3KYy, 3arpy3ky U MNpPOCMOTP AAHHbIX

KnneHrta o npoBeAeHHbIX onepauuax;

coBeplwaTtb MWHble [AeNcTBMA AO0CTynHble B

Cucreme.

ApmunHuctpatop Cucrembl CitiManager nuuo,

MMelolee MNOJIHOMOYMA U 06A3aHHOCTK,

cofeprKalmeca B Aorosope Ha obcnymBaHue

KOpPMopaTUBHbIX KapT 1 B HacToALlwmx MNpasunax,

BkAtovaa lMpunoxkeHma 9 K [pasunam,

Ha3HayeHHoe KaneHTom oTBeYaTb 3a:

a) ynpasieHue " AaAMUHUCTPUPOBaHUE
obecneyeHna 6HesonacHoCcTM B  xop4e
nepenaym INEeKTPOHHbIX AOKYMEHTOB Yepes
Cuctemy CitiManager B pamKax AOrosopa Ha
obcnyXKnBaHUe KOpnopaTUBHbIX KapT;

b) noakntoueHne Aep:katensa KapTtbl K Cnucteme
CitiManager v vynpaBneHue [OCTyNnom
Oeprkatena KapTbl K 4OCTYNHbIM CpeacTBam
Ha cyeTe KOPMOpPaTMBHbIX KapT KiaueHTa
nocpeaCcTBOM KOPNOPaTUBHOM KapTbl;

Rules for the Exchange of Electronic
Documents in the Process of Servicing
Corporate Customers of AO Citibank

Approved by AO Citibank Management Board
based on Protocol 6 dated May 28, 2024

1. Terms and Definitions

Authorizer - an authorized representative of the
Customer who has the right to dispose of funds
in the relevant account of the Customer and
perform other actions stipulated by the
authorizing documents by sending an Electronic
Document to the Bank.

CitiDirect BE System Administrator - a person
appointed by the Customer to perform the
functions of the Security Manager (as provided
for by Security Procedures contained in Annex 7
to this Rules), which actions are described in
Annex 5 hereto).

Operator without the right to authorize
payments - an authorized representative of the
Customer, who has the authority to view
information on the relevant accounts of the
Customer, to create payment orders, service
messages, currency control documents and
other documents available for work in the
System; to upload, download and view the
Customer’s transaction data; and make actions
available in the System

CitiManager System Administrator is a person
who has the authority and obligations contained
in the Corporate Cards Agreement; and in these
Rules, including the Annexes 9 to the Rules,
assigned by the Customer to be responsible for:

a) managing and administering security
during the transfer of Electronic
Documents through the CitiManager
System in accordance with the
Corporate Cards Agreement;

b) providing access for the Cardholder to
CitiManager System and managing the
Cardholder’s access to the available
funds in the Customer’s corporate cards
account via a corporate card;

c) approval on behalf of the Customer of
the Application for the Cardholder's
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c) opobpeHue oT anua KnueHta 3anaBneHus o
npucoeanHeHun [ep:katena KapTtbl K
Jorosopy Ha obcnyxKumBaHue
KopnopaTtuBHbIX (ganee - 3aABneHue Ha
Kapty), dopma KoToporo yctaHaBanBaeTca
[0roBopom Ha obcnyxKumBaHue
KOpPNopaTMBHbIX KapT.

Aepxatenb KapTbl 03Ha4yaeT Ka)kpoe nuuo,
yrnoaHomo4yeHHoe KnmeHTom Ha nonyvyeHue
KOPMOpPaTUBHOM KapTbl B pamMKax AOroBopa Ha
ob6CcnyrKMBaHME KOPMOPATUBHbLIX KapT, KOTOPbIN
umeetr pgoctyn K Cucteme CitiManager wu
npucoeanHUNCA K Hactoawmum [paBunam Ha
ocHoBaHuK lMpunoxkeHna 10 Kk lMpasunam nam
MHoM dopme.

BaHK - AKLMOHEPHOE 06LLECTBO KOMMEPYECKUI
6aHK "CutmbaHk" (AO KB «CuUTMBaHKY),
pacnosnoXxeHHoe no aapecy Poccua, 125047,
MockBa, ya. MNaweka, 8-10, ctp. 1. leHepanbHaA
NNUEH3MA Ha ocyuwecTBieHne 6HaHKOBCKMUX
onepaumn baHka Poccun Ne 2557 ot 5 HoAbps
2001r.

Bnapgeney Ceptudukata — 11LO, HaANEKALLNM
obpaszom ynonHomoyeHHoe KaneHTOM wnaun
BaHkom Ha noanucaHue oT MMeHMN
COOTBETCTBEHHO KnuneHta nau baHka
DNIEeKTPOHHbIX AOKYMEHTOB, KOTOPOMY BblgaeTca
CepTdUKAT KAOYHA MPOBEPKU 3SNEKTPOHHOM
noanucu.

KnueHt — topugunyeckoe nuuo, asndAwloweeca
KaneHtom AO KB «CutnbaHk», B TOM 4ucie B
pamKax gorosopa 6aHKOBCKOro cyeTa.

Kniou anekTpoHHoOM noanucu (Knwou ycuneHHoii
3M) - vyHWKanbHaA noc/aefoBaTeNbHOCTb
CMMBOOB, U3BECTHaA BNnagenbly cepTuduKkaTta
Kno4va nposepku I u npegHasHayeHHaa anA
CO34aHMNA DNEKTPOHHOM NOANUCH.

Knou npoBepku aneKTpoHHoi noanucu (Kniou
npoBepKu ycuneHHou 3II1) — yHUKanbHaA
nocnefoBaTeNIbHOCTb CMMBONOB, OAHO3HAYHO
cBA3aHHaA ¢ Knw4vom 3l M npeagHasHayeHHasA

ONA  NPOBEPKM NOAJMHHOCTU  3/EKTPOHHOM
noanucwy.
MNpaBuna — Hactoawme [pasBuna obmeHa

3/IEKTPOHHBbIMMU JOKyMeHTamm npu
ob6CcNyKMBaHUM KOPMNOpPaATUBHbIX KaneHTtoB AO
KB «CnUTMBaHK» cO BCEMU MPUNOKEHUAMMU.
Monb3oBarenb — AgMmnHUCTpatop, ABTopusatop
man  Onepatop 6e3 npaBa asTopu3auumu
nnaTexen.

CepTMdUKAT KAlO4A NPOBEPKU 3/1€KTPOHHOM
nognucu  (CeptuduKatr) —  31EKTPOHHbIN

accession to the Corporate Cards
Agreement  (hereinafter - Card
Application), the template of which is
established by the Corporate Cards
Agreement.

Cardholder means each person authorized by
the Customer to receive a corporate card under
a corporate cards agreement who has access to
the CitiManager System and has joined these
Rules on the basis of the Annex 10 to the Rules
or any other form.

Bank — Joint Stock Company Commercial Bank
Citibank (AO Citibank), located at: 8-10 Gasheka
street, bldg. 1, Moscow, 125047, Russia. Bank of
Russia General License to conduct banking
operations No. 2557 dated November 5, 2001.

Certificate Holder — a person duly authorized by
the Customer or the Bank to sign Electronic
documents on behalf of the Customer or the
Bank, accordingly, and to which an Electronic
Signature Verification Key Certificate is issued.

Customer — a legal entity that is a customer of AO
Citibank, including within the framework of a
bank account agreement.

Electronic Signature Key (Enhanced ES Key) — a
unique sequence of characters that is known to
an ES verification key certificate holder and
designed to create an Electronic signature.

Electronic Signature Verification Key (Enhanced
ES Verification Key) — a unique sequence of
characters that is uniquely associated with an ES
key and designed to authenticate an electronic
signature.

Rules — these Rules for the Exchange of
Electronic Documents in the Process of Servicing
Corporate Customers of AO Citibank together
with all annexes.

User means Administrator, Authorizer or
Operator without the right to authorize
payments.

Electronic Signature Verification Key Certificate
(Certificate) — the electronic document, issued
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OOKYMEHT, BblAaHHbIN YAOCTOBEPAOLWNM
LeHTpOM nmbo [0BEPEHHbIM anuom
YAOCTOBEPSAIOWErO LEHTPA M NOATBEpPXKAAtOLME
NPUHAANIEKHOCTb  Kaua  nposepku 3N
BNagenbuy cepTuduKata Kawya MPOBEPKMU
3/IEKTPOHHOM NoAanucu.

Cucrema — MHPpopMaLMOHHAA cMctema obmeHa
3/IEKTPOHHbIMU AOKYMEHTaMM, COCTOALLAA U3
Cuctemsbl CitiDirect BE (Bkntouasn CitiDirect BE
Mobile App), Cuctemsbi CitiConnect, Cuctemsl
CitiManager, a TakXe MHOro NPoOrpamMmmHoOro u
nHdopmaLmMoHHOro obecneyeHuns (B Tom uncne,
ANA 0bMeHa 3N1eKTPOHHbIMU AOKYMEHTAMKU MO
3/IeKTPOHHOM nouTe (BKAOYaA UCNO/Sb30BaHME
nporpaMmmHoOro obecneyeHusa rpynmnbl KOMMNAHUM
«CurHan-KOMp»)), nossonsiowas NpoM3BoaAnTb
OobMeH  3NEeKTPOHHbIMW  AOKYMEHTamMuM €
MCrnosib3oBaHMEM  DNEeKTPOHHOWM noanucu
mexay YyacTHukamm CUcTembl U OCyLLecTBAATb
AMCTaHUMOHHOe HaHKOBCKOe 0b6CnyXKnBaHue B
COOTBETCTBMM c LEencTByOWMM
3aKoHogaTenbcTBOM Poccuiickon deaepaumm m
HacToAawmmu Mpasmunamm.

Cuctema CitiDirect BE — wuHbopmaumoHHanA
cuctema (BKawuana CitiDirect BE Mobile App),
KoTOpasa npeacTasnaseT coboli COBOKYMHOCTb
NporpammHoro " MHPOPMaLLMOHHOrO
obecneyeHuns, nosBo stoWan MNPOU3BOAUTL
0bMeH DIeKTPOHHbIMU OOKYMEHTAMU MeXay ee
Yy4YaCTHMKaMU U OCYLLECTBNATb AUCTAaHUMOHHOE
6aHKOBCKOe 06CNyXKMBaHME B COOTBETCTBUMU C
OEeNCTBYOWMM 3aKOHOAaTebCTBOM Poccuiickoi
depepaumm n Hactoawmmu Mpasunamu.
Cuctrema CitiConnect — unHPOpMaLMOHHanA
cucTema, No3BOJIAOLLAA npon3BoOaUTL
aBTOMaTU3UPOBAHHbIN OBMEH DNIEKTPOHHbIMMU
OOKYMEHTaMM  MeXAy ee Yy4yacTHUKamm u
OCyLLeCTBNATb  AUCTAaHUMOHHOe 6HaHKOBCKoe
obcnymMBaHMe B COOTBETCTBUM C AENCTBYIOLLMM
3aKoHogaTenbcTBOM Poccuiickonn deaepaumm m
HacToswmmu Mpasmunamu.

Cuctrema CitiManager — wuHdopmauMoOHHaA
cucteMa,  KoTopas  npeactasaser  coboi
COBOKYMHOCTb NpPoOrpamMmmMmHoOro 7
MHPOPMALMOHHOIO obecneyeHus,
nossonstoLan npou3BoAUTb obmeH
3NIEKTPOHHbLIMW  AOKYMEHTAMW  Mexay ee
YYaCTHUKAMM U OCYLLECTBAATL AUCTAaHUMOHHOE
6aHKoBCKOE obcnykusaHue nporpammol
KOpPMOpaTUBHbLIX KapT B COOTBETCTBUMM C
OeNcTBYOWMM 3aKoHoAaTeNbCTBOM Poccuitckom

by the certification authority or by a person
authorized by the certification authority and
confirming that an ES verification key belongs to

the electronic signature verification key
certificate holder.
System - the information system for the

exchange of electronic documents comprising
the CitiDirect BE System (including CitiDirect BE
Mobile App), CitiConnect, CitiManager and other
software and data support (including for the
exchange of electronic documents via e-mail
(including usage ofsoftware from the Signal-COM
group)) enabling the exchange of electronic
documents with the use of electronic signatures
among System Participants and the
implementation of remote banking services in
accordance with applicable Russian Federation
laws and the System rules.

CitiDirect BE System — the information system
(including CitiDirect BE Mobile App) that
corresponds to the totality of software and data
support enabling the exchange of electronic
documents among its participants and the
implementation of remote banking services in
accordance with applicable Russian Federation
laws and these Rules.

CitiConnect System is an information system
that allows automated exchange of Electronic
Documents between its participants and remote
banking services in accordance with the current
legislation of the Russian Federation and these
Rules.

CitiManager system is an information system
that is a combination of software and
information support that allows exchanging
electronic documents between its participants
and providing remote banking services for the
corporate cards program in accordance with the
current legislation of the Russian Federation, the
Rules and the Bank’s corporate cards agreement.
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Pepepaumn, [lNpaBunamum W [JOroBOPOM Ha
obcnykunBaHMe KOPNOPATUBHbIX KapT baHKa.
YaocTroBepaloLWwmii LEHTP — OPUANYECKOEe INLLO
(noapaspenexne HOPUANYECKOTO nnua),
WHANBUAYANbHBIN  NpegnpuHumaTtens nmbo
rocyfapCTBEHHbIA OpraH MAM opraH MecTHOro
camoynpasneHus, ocyluecTeaatowee GyHKUUK
no Cco3AaHuIo U Bblgade cepTUPUKATOB KatoUen
NPOBEPKM INEKTPOHHOW NOANUCU, A TaKKe UHble
bYHKUMM, NpeayCMOTPEHHbIe  AEWCTBYIOLWMM
3aKoHopgaTencteom Pd.

YA0CTOBEPAOWMM LEHTPOM MOMKET ABAATLCA:

- YpoctoBepAwwmii  ueHtp baHka -—
nogpasgeneHue BbaHkKa, BbINOJHAKOLWEE
PYyHKUMM YL4OCTOBEpPSAOLLErO LLeHTpa B

COOTBETCTBUM C HacToAwmmM [Mpasunamm wm
BHYTPEHHUMMU AOKYMeHTamun baHKa;

- BHewHUin YpocToBepAOWMA LEHTP —
He3aBMCMMOE MO OTHOWEHUIO K  BaHKy
opugmyeckoe  IMLO,  OCyllecTBaslolee B
COOTBETCTBMW C AOrOBOPOM MeEXAY HUM U
BaHKOM @YHKUMU yaOCTOBEPAIOLLErO LLEHTPA
ansa KnneHTos baHKa v gelicTaytolLee B pamKax
cobctBeHHOro PernameHTta YaoctoBepAtowero

LeHTpa.
YyactHUKn Cuctembl — baHK, KiaueHT u
Jepxatenn KapT, a Takxe Bnagenbubl

ceptudmKaToB Katoua nposepku dl, B Avue
KoTopbix BaHK 1 KaneHT ocywecrenatoT obmeH
DNEeKTPOHHbIMU  AOKYMEHTaMU MOCPeaCcTBOM
CucTemMbl B paMKax 3aK/AOYEHHbIX MeXKay
BbaHKOM 1 KniveHTOM A40rosopos.

dneKkTpoHHaa nognucb (3M) — 1) Mpocraa
3NeKTpoHHaa nognucb (Mpocraa 3M) -
MHbOpMaUuMA B 3N1EKTPOHHOU popme, KoTopasn
npucoeamHeHa K pgpyron uHbopmauum B
3/IeKTPOHHOM dopme (nognucbiBaemoim
nHdopmaLmmn) UAM MHbIM 0Bpa3om CBA3AHA C
Tako nHpopmaumen 1 Kotopas Mcnosb3yeTcs
Ana  onpeaeneHva nuua, NOANUCbIBAlOLLErO
nHdopmaumio; 2) YcuNeHHas 3SNeKTPOHHaA
noanucb (YcunenHHasa 3M) — unHbopmauus B
3NIeKTPOHHON dopme, KoTopas co3gaerca C
NCNonb3oBaHMEM cpeacTs 3/IEKTPOHHOM
noanucu W NpuUcoegUHeHa K 3/1eKTPOHHOMY
OOKYMEHTY UM UHbIM 06pa3om CBA3AHA C HUM,
nosBo/sifeT onpeaenvTb AULO, noanucasllee
3/IEKTPOHHDbIN AOKYMEHT, U 06HapyXuTb ¢aKT
BHECEHWA U3MEHEHUI B SNEKTPOHHbIN JOKYMEHT
nocsie MOMEHTA ero NognucaHna. INeKTPOHHbLIN
OOKYMEHT, NOAMNUCAHHbIN YcuneHHom
3/IeKTPOHHOM noAanuceto, npusHaeTcA

Certification Authority — the legal entity (division
of a legal entity), individual entrepreneur or state
body or local government, handling the functions
of creating and issuing electronic signature
verification key certificates, along with other
functions as contemplated by applicable laws of
the Russian Federation.

The Certification Authority may be:

- Bank’s Certification Authority — a
division of the Bank that is functioning as the
certification authority in accordance with these
Rules and internal documents of the Bank;

- Third-Party Certification Authority — a
legal entity that is independent from the Bank
and functioning as a certification authority for
the Bank’s Customers pursuant to an agreement
between the former and the Bank and operating
within the framework of its own Certification
Authority Regulations.

System Participants — the Bank, Customer and
Cardholders, along with ES Verification Key
Certificate Holders, through which the Bank and
Customer exchange Electronic documents via
the System within the framework of the
agreements concluded between the Bank and
the Customer.

Electronic Signature (ES) — 1) Simple Electronic
Signature (Simple ES) — electronic data that is
associated with other electronic data (the data
being signed) or otherwise related to such data
and which is used to identify the person signing
the data; 2) Enhanced Electronic Signature
(Enhanced ES) — electronic data that is created
with the use of electronic signature tools and is
associated with an electronic document or
otherwise related thereto, making it possible to
identify the person who signed the electronic
document and to detect changes made to the
electronic document after it has been signed. An
electronic document signed with an Enhanced
Electronic Signature shall be recognized by the
System Participants as equivalent to a document
in hard copy executed with the handwritten
signature of the Certificate Holder and
authenticated with the seal of the respective
legal entity (the Bank or the Customer).
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YyacTHMKamu Cuctembl pPaBHO3HAYHbIM
OOKYMEHTY Ha 6ymaxkHOM HocuTene,
noanMcaHHOMYy COBCTBEHHOPYYHOM NOAMMUCHIO
Bnapgenbua Ceptudmkata wn  3aBepeHHOMY
ne4yaTbld COOTBETCTBYHOLLErO HPUANYECKOrO
nmua  (baHka wan  KnneHTta). DneKkTpoHHas
noanuce QGopmumpyeTca UCKAKOYUTENBHO MO
npasuiam, oNMcaHHbIM B HacToAwmx Mpasunax.
HuKaKne nHble NpaBuaa, BKAOYaA ONMCaHHble B
Mpoueaypax 6e3onacHoCcTH, AAAa  NpaBun
dopMmnpoBaHUA DNEKTPOHHOM noAMNUCU  He
NPMMEHAIOTCA B OTHOLIEHUAX MexXay baHKkom un
KnunenTtom.

ONEeKTPOHHbIN AOKYMEHT — [OKYMEHT, B
KOTOpoM  MHbOpMauuMa  npeacraBneHa B
3NeKTpOoHHO-undbposon Gopme, NOAMNUCAHHbBIN
DNeKTPOHHOM NoANUChIO.

Mpoueaypbl 6e3onacHocTn (MpunoxkeHue 7 K
HacToAwmMm [paBunam) — [OKYMEHT, Ha
KOTOpbIX  ccblnatoTca  YcnoeBua — gorosopa
6aHKoBckoro cyeta AO KB «CutmbaHky,
AsnAlWMKcA 4Yactbto JloroBopa 6aHKOBCKOro
cyeTa, 3aK/lOYEHHOro Mmexay baHkom u
KnveHTom, onyb61MKOBaHHbLIN Ha 0dULMATBHOM
cante baHka, u peryampylowmn Cnocobbl
ayTeHTUdmKaumnm, OTeBeTcTBEHHOCTb KnueHTa,
LLesIocTHOCTb AaHHbIX U 3aLUMLLEHHYO CBA3b, a
Takke AAMUHUCTpaTopa 6e3onacHoOCTM u
COOTBETCTBYOLWME $yHKRLMN. Cnocobbl
ayTeHTUOUKaLNM, BKAKOYEHHble B Mpoueaypbl
6e30MacHOCTU, NPUMEHSAIOTCA TONIbKO B MOPSLKE,
He npoTUBOpEeYaLLeM poccuickomy
3aKOHOAATe/IbCTBA, BHYTPEHHMM MNpaBuaam U
npoueaypam baHka wn pgorosBopam  mexay
BaHkom n KnneHtom.

2. Cratyc Npasun n gorosopos
2.1 Hactoawwme [pasuna ycTtaHasAMBaKOT
nopaaokK obmeHa OOKYMEHTamm 7

nHdopmaumen B INEKTPOHHOM BUAE MeXKAY
baHkom u KnmneHTom, a Takxe [eprkatenamu
KapT (Koraa npMmeHnmo), npasa n o6sa3aHHOCTH

Y4aCTHUKOB TaKoro O6M€Ha, ycnhosua
MCcnonb3oBaHUA oM, a TaKXe BONPOCHI
OTBETCTBEHHOCTU YyacTHUKOB Cuctembl.

Hactoawme MpaBuna aBAaOTCA HEOTbEMAEMOMN
yactbto  [JoroBopa o nopagke obmeHa
OOKYMEHTaMU U MHDOPMaLMEN B SNEKTPOHHOM
Buge npu  06CAyKMBaHUM  KOPMNOPaATUBHBIX
KMEHTOB, 3aKAlOYeHHOro mexay baHkom w
KnveHtom nan mexay baHkom n [Jeprkatenem
KapT (ganee — «iorosop»).

Electronic Signature shall be formed only
according to the rules described in the Rules. No
other rules for forming Electronic Signature,
including those referred to in Security
Procedures, shall not be applied to the relations
between the Bank and Customer

Electronic Document — a document in which
information is presented in electronic/digital
form, signed with Electronic Signature.

Security Procedures (Annex 7 to the Rules) — a
document referred to by the Bank Account
Conditions of AO Citibank, which is a part of Bank
Account Agreement, concluded between the
Bank and the Customer, published on official
Bank website, which regulates Authentication
Methods, Customer Responsibilities, Data
Integrity and Secured Communications Security
Manager and Related Functions. Authentication
Methods included in Security Procedures shall be
applied only in a way that such methods do not
contradict Russian legislation, Bank internal rules
and policies and agreements concluded between
the Bank and the Customer.

2. Status of the Rules

2.1 These Rules establish the procedures for
the exchange of electronic documents and data
between the Bank, Customer and Cardholders,
the rights and obligations of the participants in
such exchange, the terms and conditions for ES
use, and matters of the liability of System
Participants. These Rules are an integral part of
the Agreement on the Exchange of Electronic
Documents and Data concluded between the
Bank and the Customer or between the Bank and
the Cardholder (hereinafter — “Agreement”).
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2.2 B cnyyae npoTuBOpeYMAa  yCAOBUM
Jorosopa “ nonoxeHun HactoAwmx MNpaswun,
noaJsiexkat npumeHeHuto ycnosmsa jorosopa.

23 MopsagoK onpeaeneHna MNOJIHOMOYUN
1L, U NoAMUCAHMA UMW  COOTBETCTBYHOLLMX
OOKYMEHTOB  Ha OyMaXKHbIX  HOCUTenAx
yCTaHaB/MBaeTcA B COOTBETCTBUMU c
BHYTPEHHUMM nNpaBunamu baHka.

24 [JelicTeytowas penakuma Mpaswun
nybnukyerca baHkom B ceTn WHTepHeT w
[OCTynHa no agpecy
http://www.citibank.ru/russia/corporate/rus/ed
m.htm. bBaHk o06A3yeTcA  XxpaHUTb  Bce
HeaencTeyoWMe pefakumu Mpasun B
3/IEKTPOHHOM BMAE M NMpenocTasiaTb KaneHty
Nobyto HepelicTaytoLWYO peaakumto Mpasma no
ero 3anpocy.

25 Hactoswme TMMpasBuna moryt 6GbiTb
n3meHeHbl baHKoOm B O4HOCTOPOHHEM MopAaKe
npu ycnosun yBegomaeHua KameHta u
JepxaTena KapTbl He no3aHee, 4yem 3a 30
(TPMALaTh) gHEM A0 BCTYNNEHUA B CUAY TaKMX
M3MEHEeHUI (B cnyyae BHECEHUA U3MEHEHU B
camu lNpaBuna), Uan He nosgHee, Yem 3a 5 (NATb)
paboumnx fHen (B cnyvyae BHECEHWUA U3MEHEHWI B
noboe U3 MNPUNONKEHMW K HACTOALMM
MpaBunam).

baHK ysepomnaeT KaveHTta n Jepkatena KapTbl
O BHECEHUWN M3MEHEeHUI B HacToawme lNpasuna
nytem pasmelieHns MHPOPMALMOHHOIO MMUCbMaA
M TEeKcTa WM3MeHeHWW Ha canTe baHKa
http://www.citibank.ru/russia/corporate/rus/ed

m.htm u/man  n6bIM  UHLIM  AOCTYMHbLIM
crnocobom.
2.6 Cdepa npumeHeHua Cuctembl w

NCMO/Nb30BaHNA DNEKTPOHHbIX AOKYMEHTOB W
JNeKTPOHHOW  noAnucu  onpegensaeTca B
HacToAwmMx MpaBuaax 1 MNPUNOKEHUAX K HUM
u(nnun) porosopax 06 ob6mMeHe DNEKTPOHHbLIMMU

OOKYMEHTamm onpeaeneHHoro BMAa,
3aKNIOYEHHbIX MexXay BaHKkom 1 KaneHTom, npu
3TOM, B C/ly4ae MPOTUBOPEYUA  YC/IOBUIA

YyKa3aHHbIX [A0roBopoB Hactosawmm [pasun,
noanexaT NPMMeHEeHUI0 YCI0BUA AOTOBOPOB 06

obmeHe DNEeKTPOHHbIMMU OOKYMeHTamu
onpeAeneHHOro Buaa.

3. Cuctema 1 eé KOMNOHEHTbI

B npouecce geincteua MpasBua Cuctema u eé
KOMMOHEHTbI 6yayT  CcOBepLUEHCTBOBATbLCA
baHkom 1 npeTepneBaTb onpeaesieHHble
nocnefoBaTesbHble M3MEHEHMWS,

2.2 In case of discrepancies between the
terms of the Agreement and the provisions of
these Rules, the terms of the Agreement shall
apply.

23 The procedures for determining the
powers of individuals and their signature of the
respective documents in hard copy shall be
established in accordance with the Bank’s
internal rules.

24 The current version of the Rules is
published by the Bank on the Internet and is
available at

http://www.citibank.ru/russia/corporate/rus/ed
m.htm. The Bank shall undertake to store all
inactive versions of the Rules electronically and
to provide the Customer with any inactive
version of the Rules upon its request.

25 These Rules may be changed by the Bank
on a unilateral basis subject to a notification of
the Customer and Cardholder not later than 30
(thirty) days prior to the effectiveness of such
changes (in case the changes are made to the
Rules) and not later than 5 (five) business days (in
case the changes are made to one of the annexes
to these Rules).

The Bank notifies the Customer and Cardholder
on the amendments/annexes to the Rules by
posting an information notice and the text of
amendments/annexes at the Bank’s web-site
http://www.citibank.ru/russia/corporate/rus/ed
m.htm and/or by any other available means.

2.6 The scope of usage of the System, the
Electronic Documents and Electronic Signatures
shall be determined in these Rules and Annexes
and/or in the agreements on exchange of the
Electronic Documents of certain kind concluded
between the Bank and the Customer, that being
said, in case of contradiction between the terms
of specified agreements and the terms of these
Rules the terms of agreements on exchange of
the Electronic Documents of certain kind shall be
applied.

3. The System and its components

In the course of the Rues, the System and its
components will be improved by the Bank and
undergo certain successive changes due to the
introduction of new organizational and technical


http://www.citibank.ru/russia/corporate/rus/ed
http://www.citibank.ru/russia/corporate/rus/ed
http://www.citibank.ru/russia/corporate/rus/ed
http://www.citibank.ru/russia/corporate/rus/ed
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obycnosneHHble BHELpPEHMEM  HOBbIX
OPraHM3aUMOHHbIX W TEXHUYECKMX mep Mo
MHMumatMBe bBaHKa, nNpu 3TOomM nepexon K
MCNONIb30BAHUIO  HOBbIX  TEXHOJIOTMYECKUX
BO3MOXKHOCTEN He nuwaeT KauveHTta, BaHK wm
Jep:katens KapTbl (rae npumMeHumo) npasa
npoaoKaTb MUCNONb30BaTb  TeXHUYecKue
BO3MOXKHOCTM CucTembl Npeablaywero stana,
ecnn baHK He npumeT pelleHua o6 oTKase oT
NCMONb30BaHUA TaKux TEXHUYECKMX
BO3MOXKHOCTEN C 06A3aTesibHbIM BHECEHMEM
COOTBETCTBYIOWMX M3MEHEHMN B HacToswMme
Mpasuna. OTBETCTBEHHOCTb 3a OpPraHW3aLMio
HOBbIX OPraHM3aLLMOHHbIX U TEXHUYECKUX Mep B
pamkax CucTemMbl, a TaK¥e 3a CBOEBPEMEHHoe
poseaeHune HOBbIX TpeboBaHMit K
ucnonbzoBaHuio  Cuctembl [0  cBeAeHus
KnveHTta, a Takxke [epxatena KapTbl (rae
npMMeHMMmO), U coaelicteme B obecneyeHunn
KnveHTta, a Takxke [epxatena KapTbl (rae
NPUMEHMMO), BCEMMU HeobxoaMmbIMU
NPOrpPamMMHbIMM M annapaTHbIMKM CPeacTBaMM
BO3naraeTca Ha baHk. BaHK B3MmaeT nnaty 3a
npegocTaBAeHUe  TaKMX  MNPOrpaMMHbLIX U
annapaTHbIX CPeacTs.

3.1 Cucrema CitiDirect BE

Cuctema CitiDirect BE aBnaetca cuctemon
ANCTaHUMOHHOIO H6aHKOBCKOro 06cayKuBaHUA
KnueHnTt-baHK u  ucnonblyetrcAa baHkom u
KnveHtom B KauyectBe opHoro u3 crnocobos
obmeHa DNeKTPOHHBbIMWU AOKYMEHTaMu.
KnueHnt, npucoeamHmswuminica K Cucrteme
CitiDirect BE, B TOm uncne B pamKax gorosopa
6aHKOBCKOTO cyeTa, 3aK/OYEHHOTo  Mexay
baHkom n KnueHTOM, [OMKEH MCNONb30BaTb
Cuctemy CitiDirect BE B cTporom cooTBeTcTBUM C
HacToALMMM Mpasunamuy, a TaKKe
PYKOBOACTBOM MO YCTAHOBKE, HaCTpOWKe u
pabote B cucteme CitiDirect BE, npaBunamm
aamunHuctpmuposaHuma cuctemsl CitiDirect BE, a
TaKXe WHbIMW MUCbMEHHBIMU W  YCTHbIMMU
NOACHEHUAMM, WMHCTPYKUMAMMN "
pekomeHAauuamM, KoTopble BaHK moxeT Bpems
OT BpemMeHu npeaocTasnaTb KaneHTy.
TexHU4YecKne yYCnoBUA  UCMO/b30BaHUA U
copepxKaHme HactoAwwmx lNpasun onpeaenawTca
baHKkom U1 cBOeBpeMeHHO [J0BOAATCA [0
ceepeHua KnmeHnta.

baHK nmeeTt npaso orpaHnuuTb goctyn KnneHTta
B cuctemy CitiDirect BE B  cayvasx,
npeaycmoTpeHHbix B [punoxenmn 7 K
HacToAawmMMm Mpasunam.

measures initiated by the Bank, while the
transition to the use of new technological
capabilities does not deprive the Customer, the
Bank and the Cardholder (if applicable) of the
right to continue to use the technical capabilities
of the previous stage, if the Bank does not decide
to refuse to use such technical capabilities with
the obligatory change of these Rules.
Responsibility for managing new organizational
and technical measures within the System, as
well as for timely bringing new requirements for
using the System to the Customer’s and
Cardholder’s (if applicable) attention and
assisting in providing the Customer and
Cardholder (if applicable) with all the necessary
software and hardware, rests with the Bank. The
bank charges for the provision of such software
and hardware.

3.1 CitiDirect BE System

The CitiDirect BE system is Customer-Bank
remote banking service system which is used by
the Bank and the Customer as one of the means
of exchanging Electronic Documents.

The Customer, having acceded to the CitiDirect
BE System, including in the context of a bank
account agreement concluded between the Bank
and the Customer, must use the CitiDirect BE
System in strict accordance with the Rules and
the CitiDirect BE Installation, Configuration and
Operation Manual, CitiDirect BE System
Administration Rules, and other written and oral
explanations, instructions and recommendations
that the Bank may provide to the customer from
time to time.

Specifications for the use and maintenance of
the Rules shall be defined by the Bank and
brought to the notice of the Customer in a timely
manner.

The bank is entitled to restrict Customer access
to CitiDirect BE in the cases provided for in
Appendix 7 to the Rules.
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3.2 Cucrema CitiConnect

Doctyn K Cucteme CitiConnect, KaHany cBA3sm,
NIOTMHBI, NAaponun, cepTMdMKaTbl, MHblE CPEACTBA
M cnocobbl naeHTMdMKaLMM aBTOPMU30BAHHOIO
LOCTyNa K KaHany CBA3M OPraHU3yloTCA Ha sTane
VMHTerpaumm.

KnueHTt, npucoeamHuswuinca K  Cucteme
CitiConnect, B TOM uyncne B pamKax gorosopa
6aHKOBCKOTO CcYeTa, 3aK/YEHHOTo  Mexay
baHkom n KnueHTOm, A0nKeH Mcnoab3oBaTb
Cuctemy CitiConnect B CTPOrom COOTBETCTBUM C
HacTtoAwmmmn Mpasuinamu.

TexHn4yeckne ycnoBMA  UCMNONb3OBAaHUA U
cogepxaHue lNpasun onpegenatotca baHkom un
CBOEBPEeMEeHHO  OO0BOAATCA OO0  CBeAeHuA
KnuneHra.

BaHK MmeeT NpaBo OorpaHnYnTb AoCcTyn KnneHta
B cuctemy CitiConnect B cnyyasx,
npeaycmoTpeHHbix B [punoxkeHun 7 K
HacToawmm lMpasunam.

3.3 Cucrema CitiManager

Cuctema CitiManager ABnsetca cuUcTemom
AWCTaHUMOHHOIro 6aHKOBCKOro o6cay»KuBaHWsA
UHTepHeT-KnneHT ©n  ucnonbsyetca baHKom,
KnueHtom un [epxxatenem KapTbl B Kauyectse
oAHoro u3 cnocobos obmeHa DNEKTPOHHbIMM
OOKYMeHTamm B pamKax nporpammel
KOPMOpaTUBHbIX KapT.

Loctyn K Cucrteme CitiManager ocywiectsnaetca
nocpeacTBOM SIOTMHA, MAPOAA U UHbIX cnocoboB
naeHTMdUKaumMm aBTOPM3OBAHHOINO A0CTyNa,

KOTOpble npeaocTaBaAoTCA B pamkax
peructpaumm  nonb3oBatend B  Cucreme
CitiManager.

OnucaHue nopAzaka perncrpauumn

AamunHuctpatopa Cuctemsl CitiManager u/vam
Jepkatena Kaptbl B Cucteme CitiManager, a
TaK)Xe NpaBa M OTBETCTBEHHOCTb MO/Mb30BaTenew
onucaHbl B [punoxeHmn 9 K HacToAWMM
Mpasunam.

4. dNeKTPOHHAA Noanucb

Mpn obmeHe INEKTPOHHbIMW AOKYMEHTaMu B
Cucteme, a Tak»Ke npu obmeHe dNEKTPOHHbIMMU
JOKYMEHTaMM MO 3NEKTPOHHOM noyte, BaHK 1
KnueHnT, a TaKkxe [lep:katenb KapTtbl (raoe

NPUMEHMUMO), 0b6asytoTca MCNONb30BaTb
Mpoctyto 3N  wuam  Ycunenuytro 3l B
YCTaHOBAEHHOM  HacToAwMmM  [lMpasunamum
nopsgke W B COOTBETCTBMM cO cdepoi

MCNO/1b30BaHMUA 3, onpeaeneHHom B
HacToAwMmx MpaBuaax U MPUNOKEHUSAX K HUM
u(unn) B sorosopax o6 ob6meHe IEKTPOHHbIMM

3.2 Cucrema CitiConnect

Access to CitiConnect System, communication
channel, logins, passwords, certificates, other
means and methods for identification of
authorized access to the communication channel
are organized at the integration stage.

The Customer who joined the CitiConnect
System (including within the framework of the
bank account agreement concluded between the
Bank and the Customer) must use the
CitiConnect System in strict accordance with
these Rules.

The technical conditions of use and the content
of the Rules are determined by the Bank and
promptly communicated to the Customer.

The bank is entitled to restrict Customer access
to CitiDirect BE in the cases provided for in
Appendix 7 to the Rules.

3.3 CitiManager System

CitiManager System is a Customer-facing web-
based remote banking service system, which is
used by the Bank, the Customer and the
Cardholder as one of the ways to exchange
Electronic Documents under corporate cards
program.

Access to the CitiManager System is provided by
means of a login, password and other methods
of identifying authorized access, which are
provided as part of the user registration in the
CitiManager System.

A description of the registration procedure for
CitiManager System Administrator and / or the
Cardholder in the CitiManager System, as well as
the rights and responsibilities of users are
described in the Appendix to 9 this Regulation.

4, Electronic Signature

When exchanging Electronic Documents in the
System (including via e-mail), the Bank, the
Customer and the Cardholder (where applicable)
undertake to use Simple ES or Enhanced ES in
accordance with the procedure established by
these Rules and in compliance with the ES scope
of use, defined in these Rules and Annexes and
(or) other agreements on Electronic Documents
Exchange concluded between the Bank and the
Customer.
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LOKYMeHTamm onpeaesieHHOro BUAa,
3aK/II0YEHHbIX MexXay baHkom n KnneHTtom.
BaHK BnpaBe ycTaHOBUTb TpeboBaHWe, 4TO
obmeH onpegenieHHbIMU DNEeKTPOHHbIMU
[OKYMeHTaMM 13 nepeyHa B MpuaoxeHun 6 K
HacToAwmMM paBnaam OCyLLECTBIAETCA TOJIbKO
¢ ucnonbsoBaHuem Mpoctoit M. baHK yBegomut
KnneHta o Takom pelieHun He nosgHee 4yem 3a
30 (TpuaguaTb) gHEN Ao AaTbl ero BCTYMN/EHUA B
cuny. HecooTBeTcTBME DNEeKTPOHHbIX
[OKYMEHTOB YyKaszaHHOMy TpeboBaHuto BaHKa
byaeTr OcCHOBaHMEM AnA OTKasa B Npueme
COr/1IacHO NYHKTY 6.6 lMpasua.

4.1 MopAapoK  Mcnonb3oBaHUA
3NEeKTPOHHO noanucu

4.1.1 OO6MeH DNeKTPOHHbIMU AOKYMEHTaMMu
NPoOMCXoaUT NOCPeacTBOM:

MpocTou

(a) Hanpas/ieHun dannos yepes
COOTBETCTBYIOLWMI MOAYNb AN NPefoCTaBAEHUA
[JOKYMEHTOB onpeaeneHHoro BMA3,

npeaycMoTpeHHbI Cuctemon;

(6) 3anonHeHMA 1 OTNPABKU AaHHbIX B OHNAMNH-
dopmax CcOOTBETCTBYIOLLEFO MOAynA  ANA
npenocTaBneHna AOKYMEHTOB AaHHOro BuAa,
npegycmoTpeHHoro CUCTEMOMN, B TOM 4ucne C
npuaoXKeHnem Heobxoanmbix $ainaos, Npu sTom
W pJaHHble, W ¢aklnbl  nognucbiBatoTcA
DNEeKTPOHHON MoANUCbl oTnpasuTena u/uau
AsTOpu3aTopa.

4.1.2 DNeKTPOHHble JOKYMEHTbI, NOAYyYeHHble
WA nepejaHHble  YyKa3aHHbIM  crnocobom,
ABNAKOTCA pPaBHO3HAYHbIMM AOKYyMeHTam Ha

B6YyMarkHbIX HOCUTENsX, NoAnNMCaHHbIX
CcOb6CTBEHHOPYYHOW NoAMNUCbLIO nny,
YNO/NIHOMOYEHHbIX  Y4YacTHUKamn  CucTemsl,

6narogapa wucnonb3osaHuto [Mpoctolii 3N B
COOTBETCTBMM C MOJIONKEHUAMMU  HACTOALLUX
Mpasun.

4.1.3 Jlnuo, nognucbiBatowee INEKTPOHHbIN
[OKYMEHT CO CTOPOHbI KnneHTa, onpesensercs:
B Cucreme CitiDirect BE:
c NOMOLLbIO BBOAA perucTpaLmMoHHOro
NAEHTUOUKALLMOHHOIO KoAa B LLeNsAX CO34aHunsA
3anpoca Ha Bxog B Cuctemy CitiDirect BE. B
pe3ynbTaTe  AaHHbIX  genctBun  Cuctema
CitiDirect BE co3pgaet 3anpoc Ha Bxog, B Cuctemy
CitiDirect BE, KoTopblh TpebyeT BBOAA
ofHOpPa3oBoro napons Nnosib30BaTeNeM.
OfHOpPa30BbIN Naponb reHepupyetca bnaropapsa
annapatHomy ayTeHTuduKaTopy SafeWord Card,
MobilePass, CitiDirect BE Mobile App wuau
WHbIMM CPeACTBAMM, KOTOPble NPeaoCTaBAAOTCA

The Bank is entitled to set a requirement that
exchange of certain Electronic Documents from
Annex 6 to these Rules is made only with the use
of Simple DS. The Bank will notify the Client
about such decision not later than 30 (thirty)
days prior to its effective date. Non-compliance
of Electronic Documents with this Bank’s
requirement will constitute a ground for refusal
to accept under clause 6.6 of the Rules.

4.1 Simple Electronic Signature usage

4.1.1 The exchange of Electronic Documents
shall take place by:

(a) sending the files via the relevant module for
delivery of documents of a particular type, as
contemplated by the System;

(b) filling in and sending data in the online forms
of the relevant module for the provision of
documents of this type provided by the System,
including the attachment of the necessary files
while the data and the files are to be signed with
the ES of the sender and/or Authorizer.

4.1.2 Electronic Documents received or sent by
the mentioned means are equivalent to
documents in hard copy executed with the
handwritten signature of persons authorized by
System Participants, by virtue of using Simple ES
according to these Rules.

4.1.3 The person signing an Electronic Document
on behalf of the Customer is determined:

In CitiDirect BE System: through the
requirements for entering a unique login name in
order to generate a CitiDirect BE System login
request. As a result of these actions, the
CitiDirect BE System creates a CitiDirect BE
System login request, which requires the user to
enter a one-time password. The one-time
password is generated courtesy of the SafeWord
Card authentication device MobilePass,
CitiDirect BE Mobile App or other tools, which
are provided to each user of the CitiDirect BE
System. Following the automatic verification and
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Kaxkgomy nonbsosatento Cucremsl CitiDirect BE.
MNocne aBTOMaTUYECKOM NpoBepPKMU 7
NoATBEPXKAEHUSA BBEAEHHbIX [OAHHbIX
ocywecteadaeTca sBxog, B Cucrtemy CitiDirect BE.
B Cucreme CitiDirect BE Mobile App:
C MCNOJIb30BAaHMEM XPAaHWMOrO B NPUIOKEHUN
OMHAMMWYECKOTO K/lo4a  acCoLMMPOBAHHOMO C
YHWKaibHbIM perncTpaLmoHHbIM
NAEHTUOUKALMOHHBIM KOAOM M0/b30BaTenA.
JMHaMUYeCKNIt KoY nepBuyYHO popmupyeTca
Ha aTane nepBoOHavYaIbHOM YCTaHOBKM
NPUAOXKEHNA N COOEPKUTCA B 3aLLULLEHHOM
XpaHUnuue npuaoxeHusa. B aganbHelwem,
poctyn B npunoxenue CitiDirect BE Mobile App
M  MCNONb30BaHWE AWUHAMMUYECKOro Kjkoua
ocylecTsaAeTcA o MCNONb30BaHMEM
nepcoHasbHOro perncTpaunoHHoOro
MAEHTUOUKALLMOHHOIO KoAa MnoJib30BaTena W
nepcoHanbHOro naposAa nonb3osatens. [lo
*KeNlaHUIo0 NoJIb30BaTeNA AOCTYN K NPUIOKEHUNIO
M MUCMNONb30BaHUID AWMHAMMUYECKOro KAto4a
MOMKeT OblTb 3alWMLLEeH BCTPOEHHbIMU B
YCTPOMUCTBO  MOJ/Ib30BaTeNA  TEXHOJIOTUAMMU
“Touch ID” (Google INC) nnun “Face ID” (Apple
INC) (rae poctynHbi). MpunoxkeHue CitiDirect BE
Mobile App He cobupaeT, He XpaHUT U He
nepegaet buomeTpuyeckme JaHHble
nonb3oBaTensas  UCMNOJb3yemble  YKasaHHbIMU
BblLLEe TEXHONOMMAMM.

B pesynbtate aBToOMaTUYecKoro obmeHa
KNOYaMU  MeXay MPUNONKEHUEM K/IMEHTa W
Cuctemoir CitiDirect BE wn nopaTtsepKaeHus
JaAHHbIX ocywecTBnseTca Bxog B Cuctemy

CitiDirect BE.
B Cucreme CitiConnect:
C NOMOLLBIO:
(a) BBOMA@ WAEHTUPUKAUMOHHOIO MUMEHU U
napons B uenax poctyna K

aBTOMATU3MPOBAHHOMY XPaHWUAULLY AaHHbIX;
(6) mMcnonb3oBaHMA COBOKYMHOCTU 3aKPbITOrO
K/lloYa, M3BECTHOTo K/IMEeHTYy, N ero OTKpbITOM
yactn (ceptnuédmKkata) ussectHoro KauveHTy u
BaHKy B LLensax JoCTyna K aBTOMATM3MpPOBaHHOMY
XPaHUNULLY AAHHbIX.

MNocne aBTOMaTUYeCKOM NpoOBEpPKMU 7
NoATBEPXKAEHUA BBEAEHHbIX JaHHbIX
ocyuwecteasetca goctyn B Cucrtemy CitiConnect
ONA nepefadm U MojaydYeHUA DNEeKTPOHHbIX
[OKYMEHTOB.

B Cucreme CitiManager:

C MNOoMOLbl BBOAA YHUKANbHOIO UMEHU
nonb3oBatena u napona [epxkatenem Kaptbl
n/vam ALMUHUCTPATOPOM Cucrembl

10

confirmation of the data entered, the login to the
CitiDirect BE System is carried out.

In the CitiDirect BE Mobile App System:

using a dynamic key stored in the application
associated with a unique registration
identification code of the user.

The dynamic key is first generated during the
initial installation of the application and is stored
in the application's secure storage. Further,
access to the CitiDirect BE Mobile App and use of
the dynamic key is carried out using the user's
personal registration identification code and
user's personal password. At the request of the
user, access to the application and the use of a
dynamic key can be protected by the “Touch ID”
(Google INC) or “Face ID” (Apple INC)
technologies built into the user’s device (where
available). The CitiDirect BE Mobile App does not
collect, store or transmit user biometric data
used by the above technologies.

As a result of the automatic key exchange
between the client application and the CitiDirect
BE System and data confirmation, the user logs
into the CitiDirect BE System.

In CitiConnect System thanks to the
requirements, such as:

(a) entering an identification name and password
in order to access the automated data
repository;

(b) using the set of the private key known to the
Customer and its public part (certificate) known
to the Customer and to the Bank in order to

access the automated data repository.

After automatic verification and confirmation of
the entered data, access is provided to
CitiConnect System for sending and receiving
Electronic Documents.

In CitiManager:

By entering a unique username and password of
Cardholder and/or CitiManager System
Administrator, created in accordance with Annex
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CitiManager, co3gaHHbIX B COOTBETCTBUU C
MpunoxeHnem 9 K HactoAwmm [llpasunam, B
uenax goctyna 8 Cucremy CitiManager.

Nocne ABTOMaTUYECKOM NpoBEpPKMU "
noaTBepXKAeHUA BBEAEHHbIX OaHHbIX
ocywecteadaeTca goctyn B Cucrtemy CitiManager
LA nepefayn M NoAydYeHUs INIEKTPOHHbIX
LOKYMEHTOB.

KnueHT 1 leprkaTenb KapTbl (AN NPUMEHUMO)
0653aHbI MCNONb30BaTb YHUKa/bHble
naeHTUPUKaTOPbI nosnb3osaTens,
naeHTUdGUKaTopbl oTnpasuTensa, uudposble
cepTMduKaTbl, KoAbl AOCTYNa, NAPOSN U Apyrue
cpeactBa  uMaeHTUOUKauMKM, KoTopble bBaHK
Bblgan KnueHty n [lep:katento KapTbl UM KaKUM-
nnbo apyrum obpasom onpegenun ana Knvexta
n [epxkaTena KapTbl B COOTBETCTBYIOLLUMN
MOMEHT BpemMeHu pJna pgoctyna u  (Mam)
ucnonb3osaHua Cuctembl. Wcnonb3oBaHue
onucaHHbIx B Mpasunax ycnosun ana AocTtyna B
Cuctemy ABnAeTcA HeobxoanMbIM 7
[OCTaTOYHbIM ycnosuem, Nno3BO/IAOWMUM
[OCTOBEpHO onpeaenntb, 4Yto (a) coobuieHue,
nony4yeHHoe baHkom nocpeactsom Cuctembl,
ucxogut ot KnmeHta uau [ep)katena KapTbl
(ecnn npumeHnmo) n (6) KnneHT nnum [epkatenb
KapTbl BbIPa3un BOJIIO Ha HamnpasB/ieHUE TAaKoro

DNEeKTPOHHOro  AOKymeHTa B  bBaHK U
6e3ycnoBHoe npuHATUE KnueHtom "
Jepxatenem KapTbl Ha ceba npaBoBbIX
nocneacTsui HanpaBieHuA TaKoro

DNEeKTPOHHOro AOKYMEHTA.

4.1.4 na ayteHTndunKaumm B Cucteme CitiDirect
BE wn Cucteme CitiConnect wucnonbsytoTca
WUCK/IIOYUTENbHO  MeToAbl, OMUCaHHble B
HacToawmx MNMpaBunax. HMKakMe nHble meToabl,
BK/ItOYAA MeToAbl, U3N0oXKeHHble B lNpoueaypax
6e30nNacHOCTU, He MPUMEHSAIOTCA.

4.1.5 YnonHOMOYEHHble npeacrasuTenm
Knunenta 06s3aHbI cobnopatb
KoHPUAeHUNaNnbHOCTb Katouen Mpoctoit 3l u He
BrpaBe NpenoCTaBAATb APYrMM AWLAM CBOWU
napoan, perucTpaunoHHble Koabl, MMeHa W
MHYIO  KOHpMAEHUMaNbHyO  MHPOPMaLUIO,
CBA3AHHYIO C Mchno/ib3oBaHWemM Cuctembl, a
TaKXe NpeaocTaBAATb B NO/Ib30BaHME TPETbUM
AMuam  annapaTtHble  WAXM  NpPOrpaMmHble
ayTeHTMOUKATOPbI,  reHepaTopbl  NapoJsew,
NPUNOXKEHMA WAW YCTPOWCTBA, coaepXalime
OaHHble Mcnosiblyemblie npu
naeHTudUKaLnmn,/aBTopnsaLmm noib3oBaTens.
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9 of these Rules, in order to access CitiManager
System.

After automatic verification and confirmation of
the entered data, access is provided to the
CitiManager System for sending and receiving
Electronic documents.

The Customer and the Cardholder (if applicable)
are required to use unique user identifiers,
sender IDs, digital certificates, access codes,
passwords and other means of identification that
the Bank issued for the Customer and the
Cardholder or in any other way determined for
the Customer and the Cardholder at the
appropriate time for access and (or) use of the
System. The use of the conditions for access to
the System described in these Rules is a
necessary and sufficient condition to reliably
determine that (a) the message received by the
Bank through the System comes from the
Customer or the Cardholder (if applicable) and
(b) the Customer or the Cardholder has
expressed the will to send such Electronic
document to the Bank and unconditional
acceptance by the Customer and the Cardholder
of the legal consequences of sending such an
Electronic Document.

4.1.4 For authentication in CitiDirect BE System
and CitiConnect System shall be use only those
methods, which are described in the Rules. No
other methods, including those described in
Security Procedures, shall not be applied.

4.1.5 The Customer’s authorized representatives
are obligated to maintain the confidentiality of
Simple ES keys and may not give out their
passwords, login codes, user names and other
confidential information related to the use of the
System, as well as may not provide hardware or
software authenticators for use by third parties,
password generators, applications or devices
containing data used for user
identification/authorization.
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4.1.6 bnarogapa MCNO/Ab30BaHMIO CUCTEMbI
permcrpaummn Aencrsumm nosib3oBsaTtens,
goweawero B Cuctemy B YKasaHHOM Bblwe
nopsazake, Y4acTHUKMU Cucrembl nmetot
BO3MOXHOCTb OMNpeaesinTb, Kakue AencTsus u
KaKMM nosib3oBaTesiem 6bl1M NPOU3BEAEHbI, U B
TOM 4uC/e, Kem 6blIM NoanucaHbl INEKTPOHHbIE
OOKYMeHTbl. Mcnonb3oBaHMe yKasaHHbIX B
nyHkte 4.1.1 HactoAawmx [paBun cpeacts u
npoueayp nossonseT noaTsepauTb
dopmumposaHue Mpoctor 3 onpeaeneHHbIM
nosb3oBaTesem - YNO/IHOMOYEHHbIM
npeacrasmutenem KnneHta wam [eprkatenem
KapTbl (ecnn npyumeHnmo).

4.2 Ucnonb3oBaHue YcuneHHoi 3N
4.2.1 O6MeH DNEeKTPOHHbIMU AOKYMEHTAMMU,
nognucaHHbiMn YcuneHHon 3, npoucxoaut

nocpeacTBom:
(a) Hanpas/iieHun dannos yepes
COOTBETCTBYIOLMI MOAYNb AN NPefoCTaBAEHUA
JOKYMEHTOB onpeaeneHHoro BMA3,

npeaycmoTpeHHbii Cuctemoit CitiDirect BE un
Cuctemoti CitiConnect;

(6) 3anonHeHnA 1 oTNpPaBKM AaHHbIX B OHNAlH-
dopmax coOTBETCTBYIOLWLErO MOAyNA  ANA
npeaocTaBAeHUsAs AOKYMEHTOB A3HHOrO BMAQ,
npeaycmotpeHHoro Cuctemoit CitiDirect BE u
Cuctemonnr CitiConnect, B TOM uucne ¢
npunoXKeHnem Heobxoanmbix ¢ainos, Npu sTom
W JaHHble, N danabl NnognucbiBatoTca YcUneHHoM
DNEeKTPOHHOM NOoANUCLIO OTNPABUTENS;

(8) HanpaBneHMA NoANUCAHHbIX YcuneHHow I

$annoB nNo 3NEeKTpPOHHOM nouyte - A8
npefocTaBNeHUA AOKYMEHTOB onpesesieHHOro
BMAaa.

4.2.2 DNEeKTpPOHHble LOKYMEHTDI,

noAnucaHHble YcuaeHHol 3, nonyyeHHble nam
nepegaHHble yKasaHHbIM crocobom, a TaKxKe
nocpeacTBOM 3/1EKTPOHHOWM MOYTbl, ABAAKOTCA
paBHO3HAYHbIMW [AOKYMEHTamM Ha OymarKHbIX
HOCUTeNAX, NOAMNUCAHHbIM COHBCTBEHHOPYYHOM
noANuCbI 1L, YNONHOMOYEHHbIX YYacTHUKaMu
Cuctembl, 6narogapa dopmupoBaHUlO W
MCNO/Ib30BaHUIO  YCUNEHHOW  3/1eKTPOHHOM
noanucnm B COOTBETCTBMU C MNOJIONKEHUAMMU
HacToawmx Mpasun.

423 B cnyyae MCNo/Ib30BaHMA
HekBanouumpoBaHHon Il BaHK ocyuiecTBasieT
dyHKUMNM [0BEpPEeHHOoro niua "
perucTpaLMoHHOro LeHTpa BHewHero
YaoctoBepsatoLero LeHTpa. Hapaay c
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4.1.6 Due to the use of a system for logging user
actions logged into the System in the aforesaid
manner, System Participants are able to
determine which actions were taken by which
user, including who signed the Electronic
Documents. The use of the means and
procedures specified in clause 4.1.1 of these
Rules allows you to confirm the formation of a
Simple ES by a specific user - an authorized
representative of the Customer or by the
Cardholder (if applicable).

4.2 Enhanced Electronic Signature

4.2.1 The exchange of Electronic Documents,
signed with Enhanced ES, shall take place by
means of:

(a) sending files via the relevant module for
delivery of documents of a particular type, as
specified by the CitiDirect BE System and
CitiConnect System;

(b) filling in and sending data in the online forms
of the relevant module for the provision of
documents of this type provided by the CitiDirect
BE System and CitiConnect System, including the
attachment of the necessary files, and the data
and files are signed with the Enhanced Electronic
Signature of the sender;

(c) sending files signed with Enhanced ES via e-
mail to provide certain types of documents.

4.2.2 Electronic Documents, signed with
Enhanced ES, received or delivered by the said
means, as well as via e-mail, shall be equivalent
to documents in hard copy executed with the
handwritten signature of persons authorized by
Participants of the System, by virtue of the
generation and use of an Enhanced electronic
signature according to the provisions of the
Rules.

4.23 In the case of unqualified Electronic
Signature, the Bank performs the functions of an
attorney and registration center of the Third-
party Certification Authority. Along with the
Rules regarding the use of the relevant
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MpaBunamm B OTHOLWEHWM UCMONL30BaAHUA
COOTBETCTBYIOLLNX Ceptudukatos 7
JNEeKTPOHHbIX noanucein YyacTHMkamm Cuctemsl
aencreyet pernameHT BHewHero
Yaoctosepatowero LeHTpa (nanee -
«PernameHT»).

5 nMNopagok d¢opmupoBaHua YcunaeHHom
dneKTpoHHoOI4 Mognucu

5.1 Mopagok dopmuposaHus

HekBanunduuymposaHHoii YcuneHHowm 3N

5.1.1 [Ona ¢opmunpoBaHUA, UCMONb30BAHUA U
NpoBepKM YCUNEeHHON HeKBaAnduuMpoBaHHOM
Sl 3NeKTPOHHbIX AOKYMEHTOB WCNOab3yeTcA

cepTMPULMPOBAHHbBIN dChb Poccum
NpOrpamMmmHO-annapaTHbIN KOMMNAEKC
YpocTtoBsepawwero ueHtpa  «Notary-PRO»,
pa3paboTaHHbIN Fpynnoi KomnaHui «CurHan-
KOM». CnpaBka O gaHHOM MpPOrpammHoO-
annapatHOM  KOMMJeKce 7 06 MHbIX
NCMNoNb3yemMblx NPOrpaMMHbIX npoayKTax

rpynnbl KomnaHui «CurHan-KOM» npusegeHa 8
Mpunoxernun 1 kK HacToAwmm MNpasunam.

5.1.2 baHK ob6s3yeTcn npenocTasnTb
yNnoJsIHOMOYeHHOMY npeacTaBuTento KnveHrta B
nopsaake, onpegeneHHoOm BaHKoMm,

nporpammHoe obecrneyeHne W annapaTtHble
cpeacTBa, paspaboTaHHble rpynnoi KoOMMNaHWui
«CurHan-KOM», BmecTe € HeobxoAnmbIMU
WMHCTPYKUMAMM MO 3KChyaTauum, Heobxoaumebie
AnAa reHepaummn Knwouya YcmnenHon 3M, Kntoya
nposepkn YcuneHHot 3l wmn 3anpoca Ha
CepTuduKaT, nocae noayvyeHUs NOANUCAHHOIO
co cTopoHbl KnneHTa ak3emnnsapa gorosopa o6
obmeHe DNEeKTPOHHbIMMU OOKYMeHTamu
onpegeneHHoro Buaa (ecnn BuAa Takoro
DNEeKTPOHHOro JAOKYMeHTa He BK/YEeH B
MpunoxkeHne 6 K HactoAwmMm [MpaBunam) wm
[OBEPEHHOCTU, BblAAHHOM KnveHTOM Ha umA
byaywmx Bnagenbues CeptudukaTta 7]
cocTaBneHHolM no ¢opme BaHka.

5.1.3 bBaHK ynonHomoyeH NpeaocCTaBAATb
KnueHTam  nWUEH3UIO HA  UCNOAb30OBaHue
nporpamMmmHoro obecneyeHua rpynnbl KOMMaHWM
«CurHan-KOM» Ha OCHOBaHMM  A0roBOpPa,
3aKkntoveHHoro mexay bankom n OO0 «CurHan-
KOM».
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Certificates and Electronic Signatures, the
System Participants shall also be subject to the
regulations of the Third-party Certification
Authority (hereinafter — “Regulations”).

5 Procedures for Enhanced Electronic
Signature generation

5.1 Procedures for Enhanced Unqualified
Electronic Signature generation

5.1.1 For the formation, use and verification
of Enhanced unqualified electronic signature of
the Electronic Documents, the hardware and
software of Notary-PRO Certification Authority
is used which is developed by the Signal-COM
group and certified by the Federal Security
Service of Russia. Information on this software
and hardware complex and on other used
software products of the Signal-COM group is
given in Annex 1 to these Rules.

5.1.2 The Bank shall undertake to provide to
the Customer’s authorized representative, in
accordance with the procedures defined by the
Bank, the software and hardware developed by
the Signal-COM group, together with the
required operating instructions, needed to
generate an Enhanced ES Key, Enhanced ES
Verification Key, and Certificate request, upon
receipt of the agreement signed by the Customer
on exchange of the Electronic Documents of
certain kind (if the type of such Electronic
Document is not included in Appendix 6 to these
Rules) and the power of attorney issued by the
Customer in the name of the future Certificate
Holders and drawn up in accordance with the
Bank’s template.

5.1.3 The Bank is authorized to provide
Customers with a license to use the software
from the Signal-COM group pursuant to an
agreement concluded between the Bank and
000 Signal-COM.
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5.1.4 KnueHt obs3yeTcn npounssecTtu
YCTaHOBKY  HeobxoAMMOro  nporpamMmHOro
obecneyeHus CaMOCTOATENLHO. Mpwn
BO3HWKHOBEHMW BOMPOCOB B  OTHOLWIEHUMU
yCTaHOBKM nporpamm KaneHT Bnpase NosyyunTb
KOHCY/IbTaLuto Cny»x6bl TeXHUYECKOM

noaaepXkun baHka, HanpasMB 3anpoc no agpecy
3/IeKTPOHHOM nouyTbl ru.cdhd@citi.com wnu
obpaTtmBLIMCL NO HOMepy TenedoHa +7 495 725
67 95.

5.1.5 [na dopmuposaHua Knwoueit YcuneHHow
HeKBanuduumposaHHoi I, Knouen npoBepKn
YcuneHHo  HekBanuouumpoBaHHou 3N u
nsrotosneHuna CeptnudmkaTta Y40CTOBEPAKOLWMM
LEeHTpOM Knunenty Heobxoanmo
npucoeanHuTbca K PernameHty BHewHero
YaoctoBepsatowero LLEeHTPa, npenocTasms
noANUCaHHOE YMNOJIHOMOYEHHbIM JIMLOM W
3aBepeHHoe rnevatbtlo KnuneHTa 3asBneHune o
npucoeanHeHun K PernameHTy (3asBneHue o
npucoeanHeHuUmn K PernameHty
YpocTtoBepsAtoLwero LeHTpa e-Notary -
MpunoxeHne 2 K [paBunam), a TaKke
HanpaBuTb 3anpoc Ha CepTudumkaTt no obuen
npoueaype HanpasB/aeHuA 3anpoca Ha
CepTnodukar.

5.1.6 [na dopmuposaHua Knwoueit YcuneHHowm
HekBanuduumposaHHom 3, Kntouen npoBepKn
YcuneHHon 3M u umsrotosnenua CeptuduKkata
YaoctoBepaowmnm LeHTpom baHka KnueHTty
HeobxogMmo HanpasuTb 3anpoc Ha CepTuduKaT
no obLel npoueaype HanpaBAeHUA 3anpoca Ha
CepTuduKaTt, NpesycMoOTPeHHOM HaCcToALMMMU
Mpasunamu. ®opma 3anpoca Ha CepTudwukar
npuseseHa B [lpuaoxkeHnn 3 K HacToAWwMM
[Mpasunam.

5.1.7 3anpoc Ha CepTudUKaT B 3IEKTPOHHOM
Buae nepepaetca Knnentom B baHk no agpecy
3/1eKTPOHHOM nouTbl cert.ru@citi.com a TakKe
pacne4yaTbiBaeTcA B [ABYyX 3K3emnaapax u
nepepaetca B baHK. 3k3emnaApbl 3anpoca Ha
CepTndMKAT HAa BYMaXKHbIX HOCUTENAX AO0MKHbI
6bITb 3aBepeHbl NOANUCbIO PYKOBOAUTENA UAN
MHOrO  YMOJIHOMOYEHHOro  npeacTaBuTens
KnneHta u nedatbto KnumeHTa, noanucbro
YNOJIHOMOYEHHOTO /LA, KOTOPOMY [AO/XKEH
6bITb BblgaH CepTUdUMKAT, a TaKKe NoAMNUCbIO
YNOJIHOMOYEHHOTO /LA, OCYLLEeCTBAAOLLErO
naeHTMGUKaLMIo 1Mua, KOTOPOMY AOXKEH BbITb
BblgaH CeptuduKaT B MOMEHT nojauu
3asABNEHUA.
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5.1.4 The Customer shall undertake to carry
out the installation of the necessary software
independently. Should questions arise in relation
to installing the programs, the Customer may
obtain advice from the Bank’s Technical Support
Department by sending a request to the e-mail
address ru.cdhd@citi.com or by calling the
phone number +7 495 725 67 95.

5.1.5 For the generation of Enhanced
nonqualified ES Keys and Enhanced nonqualified
ES Verification Keys and the production of a
Certificate by the Third-Party Certification
Authority, the Customer is required to accede to
the Regulations of the Third-Party Certification
Authority by providing a declaration of accession
to the Regulations of the Certification Authority,
signed by an authorized representative and
authenticated with the seal of the Customer (see
Application for Accession to the Regulations of
the certification authority - Annex 2 to the
Rules), as well as to forward a Certificate Request
according to the general procedure on sending
the Request for a Certificate.

5.1.6 For the generation of Enhanced
nonqualified ES Keys and Enhanced ES
Verification Keys and the production of a
Certificate by the Bank’s Certification Authority,
the Customer is required to send a Certificate
Request according to the general procedure for
forwarding a  Certificate Request  as
contemplated by these Rules. The form for a
Certificate Request to the Bank’s Certification
Authority is provided in Annex 3 to these Rules.
5.1.7 An electronic Certificate Request shall
be sent by the Customer to the Bank at the e-mail
address cert.ru@citi.com, and also printed in
two copies and sent to the Bank. Copies of the
Request for Certificate on paper shall be certified
by the signature of the manager or other
authorized representative of the Customer and
by the Customer’s seal, as well as by the
signature of the authorized person to whom the
Certificate is to be issued, as well as the signature
of an authorized person who identifies the
person to whom the Certificate is to be issued at
the time of application.
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BaHK 06A3yeTcA NpoBepUTb  COOTBETCTBME
3anpoca Ha CepTMduMKaT B 3/IEKTPOHHOM BUAE
NpefoCTaB/lEHHbIM 3K3eMMNAAPAM Ha BYMarKHbIX
HOCUTENSX, @ TaKXKe nognucei n oTTUCKa nevaTm
Ha BYMa’KHbIX HOCUTENAX B COOTBETCTBUM C
KapTo4ykoM o6pasuoB nognuceir M OTTUCKA
nevyaTn UanM Cc ApyrMumn JoKymeHTammn KnneHTa.
B cnyvae noartBep:KAeHMA COOTBETCTBMA BCEX
ak3emnnapos 3anpoca Ha CepTuduKaT, a TakxKe
noAnucen U OTTUCKa NevyaTn, CoAEePKALLMXCA HA
6ymaKHbIX HocuTenax, BaHK npuctynaet K
obpaboTtke 3anpoca Ha Ceptudukatr u
opraHusyeTt CaMOCTOATE/IbHO nmbo c
npueneyeHnem BHewHero YpgocTtosepsAtouLero
ueHTpa Bbigayvy CepTudukaTta YaoctoBepstowmm
LeHTpoM.

5.1.8 WUHPopmayma o] CO34aHHOM
CepTudukate nomeltaerca YA0CTOBEPAOLWNM
LEeHTPOM B peecTp BbinyweHHbIX CepTudmKaTos.
BaHK o06s3yetcA nepepgatb KauveHTy Konuto
CepTudurKaTa B 3INEKTPOHHOM BUAE MO agpecy
3/1IEKTPOHHOM NOYTbI, YKazaHHOMY B 3anpoce Ha
Ceptudukar.

HanpasneHune Konuu CeptnoukaTta B
3/IeKTPOHHOM BMAE NO aApecy 3/1eKTPOHHOM
noYyThbl, yKazaHHOMyY B 3anpoce Ha CepTudwukar,
o3HayaeT, u4TtOo Bnagenbuem CepTudukaTta
ABNAETCA YMNOJIHOMOYEHHbIA NpeacTaBUTeNb,
HanpasusBwuit 3anpoc Ha CepTuduKaT B baHK,
K04  MPOBEPKN  IIEKTPOHHOM  moAnucu
NpuUHaaNexuT Takomy snagenouy Ceptudukara.

5.2 Cpok peiictBusa Ceptudukara

5.2.1 Cpok geicteus CepTudurarta coctaBaset
3 (Tpu) roga c aatbl Bbiaaun CeptuduKkaTta. Jathbl
Hayana M OKOH4YaHuA aenctema CepTtuduKkata
yKa3biBatoTcA B camom CepTuduKare.

5.2.2 [elicteue CepTudmnkata MoXKeT bbiTb
NPUOCTAHOBNEHO nnm AHHY/IMPOBaHO
Y[0CcTOBEPAIOWMM LLEHTPOM:

- no 3asasneHuto Bnagenbua Ceptuoukara,
nogaHHomy B baHk. [Aeihctene Ceptudmukara
MOXeT OblTb  BO30OHOBNEHO TaKXe Mo
3anABEHUIO Bnapenbua Ceptudwukara,
nogaHHomy B baHK.

- no nHUumnaTMBe BaHka
npenocTaBAeHUA pacnopaxeHua BHewHemy
YpoctoBepawwemy  LeHTpy. [encreume
CepTudurKaTta MmoXKeT 6biTb BO30O6HOBIEHO MO
pacrnopsxeHuto BaHKa nocne ycTpaHeHua

nytem
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The Bank undertakes to verify the compliance of
the Request for Certificate in electronic form
with the provided copies on paper, as well as
signatures and an imprint of a seal on paper in
accordance with the signature sample and seal
imprint card or other documents of the
Customer.

In case of confirmation of the conformity of all
counterparts of the Certificate Request as well as
signatures and seal imprints contained on paper,
the Bank proceeds to processing the Certificate
Request and arranges for the Certificate
Authority to issue the Certificate independently
or with the assistance of the External
Certification Center.

5.1.8 Information on the Certificate produced
shall be placed by the Certification Authority in
the register of issued Certificates.

The Bank shall undertake to deliver to the
Customer an electronic copy of the Certificate to
the e-mail address indicated in the Certificate
Request.

Sending a copy of the Certificate in electronic
form to the email address specified in the
Certificate Request means that the owner of the
Certificate is an authorized representative who
sent the Certificate Request to the Bank, the
Electronic Signature verification key belongs to
this Certificate owner.

5.2 Certificate period of validity

5.2.1 The period of validity for a Certificate
shall be three (3) years from the Certificate issue
date. The validity start and end date for a
Certificate must be indicated in the Certificate
itself.

5.2.2 The effect of a Certificate may be
suspended or cancelled by the Certification
Authority:

- pursuant to a request from the
Certificate Holder, submitted to the Bank. The
Certificate may also be reinstated pursuant to a
request from the Certificate Holder, filed with
the Bank.

- at the Bank’s initiative by way of giving
an instruction to the Third-Party Certification
Authority. The Certificate may be reinstated by
instruction of the Bank upon elimination of the
causes serving as grounds for the suspension of
the Certificate.
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NPWUYMH, MOCNYXKMBLWIMX OCHOBaHWEM  AnA
npuoctaHosneHuns Ceptudukara.
- no wuHuMumatuee baHka B cayvae

npekpaweHna baHKOM KMcNoab3oBaHWUA YyCayr
BHewHero YaocTtoBepatowero LeHTpa.

- no uvHWUMaATMBE YO0CTOBeEpAIOLWEro
LeHTpa B COOTBETCTBMM C PernameHTom
YpocTtoBepAtowero LeHTpa. [elcteue
CepTudurKaTa moxeT 6blTb BO30OHOBNEHO NocC/e
yCTpaHeHuA NPUYKH, NOCNYXUBLUUX
OCHOBaHMEM ana NPUOCTaHOBNEHUA
CeptnoukaTa.

5.3 Ycnosua npusHaHua pagHo3HaYyHocmu
YcuneHHoli 371eKMpoHHolI nodnucu
cobcmeeHHopy4Holi nodnucu

5.3.1 [llepepaBaemble W MOJy4YeHHble MpwU
nomowmn Cuctembl AnMbo WMHbIX cnocobos
obmeHa DNIEeKTPOHHbIE OOKYMEHTbI,

noanucaHHbie KOpPPEeKTHoOM YcuneHHown 3,
opUaUNYECKN pPaBHO3HA4YHbl  OOKYMEHTaMm,
COCTaBAsIEMbIM Ha OYMaKHbIX HOCUTENsX W
3aBepsAeMbIM COBCTBEHHOPYYHbIMW MNOAMUCAMM
YNONHOMOYEHHDbIX /UL, U OTTUCKOM neyaty baHka
M KnneHTa, w©“  ABAAKOTCA  HaZ/eXKalwmm
OCHOBaHMEM ana BO3HUMKHOBEHMUA
COOTBETCTBYIOWMX NpaB U obA3aHHOCTel baHKa u
KnueHTa B pamKax CyLLECTBYIOLUMX MEXKAY HUMM
[0rOBOPHbIX OTHOLUEHUNA.

5.3.2 VYcuneHHan an npusHaeTca
paBHO3Ha4YHOW COBCTBEHHOPYYHOW MoANUCH
Anua,  ynosHOmMoYyeHHoro KaueHtom, npwm

YyC0BUKN NpucoeguHenns KanmeHta K HacTosLWMUM

Mpasunam " HannuuA AelncTByloLero
Ceptndukara.

5.4 OcywiecmeneHue KOHmMpons
yesocmHocmu U MOAHOMbI 3/1EKMPOHHO20
coobweHus

5.4.1 T[lporpammHble M annapaTHblie CPeacTsa,

ucnonblyemble Ana obmeHa DNEKTPOHHbIMMU
JOKYMeHTaMu, obecneymBatoT CMCTEMY 3aLUUTbI
MHbopmMaummn ¢ nomouwbto wndposaHua u I,
rapaHTMpytoT KOHUAEHUMANBHOCTD,
noATBEpPKAAT aBTOPCTBO, MNOAJIMHHOCTL U
LLeNIOCTHOCTb DNEKTPOHHbIX LOKYMEHTOB.

5.4.2 lpwu Kakom-1nbo M3MEHEHUN
DNEeKTPOHHbIX JOKYMEHTOB MoOC/ie NognucaHua
[QHHOTO AOKYMEeHTa nocpeacTtBOM YCUIEHHOM
3N, 3N cTaHOBUTCA HEKOPPEKTHOM, 4TO
noAaTBeprKaaeTca nyTem MPOBEPKU MOANUCK C
Kntoyom nposepkn YcuneHHor 3 asTopa
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at the Bank’s initiative in case of the
Bank ceasing to use the services of the Third-
Party Certification Authority.
- at the Certification Authority’s initiative
in accordance with the Regulations of the
Certification Authority. The Certificate may be
reinstated upon elimination of the causes serving
as grounds for the suspension of the Certificate.

5.3 Conditions for recognition of an
Enhanced Electronic Signature and handwritten
signature as equivalent

5.3.1 Electronic Documents sent and received
with the use of the System, when signed with a
valid Enhanced ES, are legally equivalent to
documents executed in hard copy and certified
with the handwritten signatures of authorized
representatives and authenticated with the seal
impression of the Bank and the Customer, and
shall be appropriate grounds for the creation of
the respective rights and obligations of the Bank
and the Customer in the context of the existing
contractual relationship between them.

5.3.2 Enhanced ES shall be recognized as
equivalent to the handwritten signature of a
person authorized by the Customer, subject to
the Customer’s accession to these Rules and the
availability of a valid Certificate.

5.4 Controlling the integrity and

completeness of electronic messages

5.4.1 Software and hardware which are using
for the exchange of Electronic Documents
provide a data security system using encryption
and ES, guarantee confidentiality, and confirm
the authorship, authenticity, and integrity of
Electronic Documents.

5.4.2 In case of any change in Electronic
Documents after a given document is signed via
an Enhanced ES, the ES becomes invalid, which is
confirmed by way of verifying the signature with
the Enhanced ES Verification Key from the
document’s author, which will give a negative
result.
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JOKYMEHTa, KoTopasa [fgaeT  oTpuuaTesibHbIN
pe3ynbTar.

6. MNopaaok obmeHa INEKTPOHHbIMMU
AOKYMEHTaMM

6.1 O6bmeH goKyMeHTamun U uHpopmauunen
OCYyLLEeCTBAAETCA B 3/IEKTPOHHOM BuAe C
MOMEHTA  MPUCOEAMHEHUA K  HaCTOALMM

MpaBunam uUAM ¢ MOMEHTa NPUCOeUHEHUA K
HacTOALLMM Mpasunam npu ycnosum
nognucaHuna KnveHtom pgorosopa o6 obmeHe
DNEKTPOHHbIMU AOKYMEHTaMWU onpeaeieHHOro
BMOga (ecnm  BWMA, Takoro  DNEKTPOHHOro
OOKYMEHTa He npeaycmoTpeH B NpunoxKeHumn 6
K HacToawmm Mpasuaam).

6.2 Mpy HEBO3MOMKHOCTU OCYLLECTBNEHMUSA
obmeHa B 3/1eKTPOHHOM BMAE C MOMOLLBIO
Cuctembl  Bcnepctene cboeB B paboTte
annapaTHbIX WAM  NPOTrPaMMHBbIX CPeacTs,
OTCYTCTBUA TEXHUYECKON BO3MOXKHOCTM WM
ocobeHHOCTelM peanusauum peweHuin BbaHK u
KAneHT MmoryT obmeHMBaTbCA AOKYMEHTamMu m

MHbOpMaLMeld MO  KOHTAKTHbIM  agpecam
3/IeKTPOHHOM nouYTbl c npMmeHeHnem
nporpaMmmHoro obecneyeHun File-PRO,

pa3paboTaHHOro rpynnoi KomnaHui «CurHan-
KOM» (panee — «File-PRO»).

6.3 Mpwn HEBO3MOXXHOCTU obmeHa
OOKYMEHTaMM MO  3/1IeKTPOHHOM noyTe C
npumeHeHnem File-PRO bBaHk u  KnueHt

obmeHmBatloTCA AOKYMEHTaMMn Ha 6yMa)KHbIX
HocuTenax. Bo Bcex ykasaHHbIX cay4vanax cboes B

nopaake obmeHa OOKYMeHTaMmu "
MHbopmaLmeinr B 3NEKTPOHHOM BuAe baHK U
KnneHt 06s3yloTca Hesamea/MTeNbHO

yBeAOMAATL APYr Apyra NtobbiM AOCTYNHbIM
cnocobom O HEBO3MOXKHOCTU MCMOJIb30BaHUA
npeanoyYTUTENbHOIO cnocoba obmeHa
OOKYMEeHTaMn U uHbopmaumen. Mpu nepsoit
BO3MOMHOCTM BaHK ©  KAMEHT  [oKHbI
onepaTMBHO BEPHYTbCA K MOpsAAKYy obmeHa ¢
nomolupto CucteMbl, U3BECTUB ApPYyr gpyra o
CBOE rOTOBHOCTN BO30OHOBUTbL TAaKOW NOPALOK
obmeHa.

6.4 baHk o0b6s3yeTca NPUHNMATb K
WCMOIHEHWUIO DNEeKTPOHHbIe OOKYMEHTbI,
CcOoOTBeTCTBYOLMNE YCTaHOBAEHHbIM

TpeboBaHMAM M NognucaHHble KoppeKTHoM I,
B O06blMHOM MoOpsAKe B COOTBETCTBUM C
YC/IOBUAMM [0rOBOPOB M COTNALIEHUA MeEXAY
BaHkom n KnneHtom.

6.5 MopAanoKk npuema u noaTeBepKAeHuA
npuema SNEeKTPOHHbIX AOKYMeHTOB bBbaHkom
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6. Electronic Document exchange process

6.1 The exchange of documents and
information is carried out in electronic form from
the moment of accession to these Rules or from
the moment of accession to these Rules provided
that the Client signs an agreement on the
exchange of certain types of Electronic
Documents (if the type of such Electronic
Document is not provided for in Annex 6 to these
Rules).

6.2 When it is impossible to make an
exchange using the System due to hardware or
software malfunctions or technical inability or
specific of the technical implementation, the
Bank and the Customer shall exchange
documents and data via their contact e-mail
addresses using the File-PRO software developed
by the Signal-COM group (hereinafter — “File-
PRO”).

6.3 When it is impossible to exchange
documents via e-mail using File-PRO, the Bank
and the Customer shall exchange documents in
hard copy. In all such cases of failures in the
process of exchanging electronic documents and
data, the Bank and the Customer shall undertake
to promptly notify one another by any available
means of the failure of the preferred means of
exchanging documents and data. At the first
opportunity, the Bank and the Customer must
promptly return to the exchange process using
the System, having notified one another of their
readiness to resume such exchange process.

6.4 The Bank shall undertake to accept
Electronic Documents for execution that
conform to the established requirements and are
signed with a valid ES, on a routine basis in
accordance with the terms and conditions of the
agreements and arrangements between the
Bank and the Customer.

6.5 Procedures for the acceptance and
confirmation of acceptance of Electronic
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onpegenseTca B 3AK/IOYEHHbIX  MeXAy
KnneHtom n BaHkom porosopax o6 obmeHe
SNEeKTPOHHbIMWU AOKYMEHTaMWU onpeseneHHoro
BMAa (echn BWA,  Takoro  DNEKTPOHHOrO
OOKYMeHTa He npeaycmoTpeH lMpunoxkeHnem 6
K HacToAwmMm MNpasunam).

6.6 baHKk Bnpase oOTKasaTb B rnpueme
SNEeKTPOHHbIX OOKYMEHTOB B cnyyae
HecooTBeTCTBUA uUx obopmieHus TpeboBaHMAM,
YCTaHOB/IEHHbIM AeicTByoWwmm
3aKOHOAATeNbCTBOM M BaHKOM, a Take B ciyyae

otcytctBuA 3Ol MAM  ee HEKOPPEKTHOCTY,
BO3HWKHOBEHMA yrposbl
HEeCaHKLMOHNPOBAHHOrO gocTyna K
NPOrpamMmMHbIM-annapaTHbIM cpeacteam
KnveHta u©  yTpaTtbl KOHGMAEHUMANbHOCTU

obmeHa AOKYMeHTaMKU U MHPOpMAUUU MeXKayY
BaHkom u KnneHtom. baHk yBegomnaeT KaneHta
nbbim  AocTynHbiM crnocobom 06 OTKase B
npueme [AOKYMEHTOB C YKa3aHUEM MNPUYUHDI
OTKasa.

7. BHewWwHUA YaocToBEPAIOWMNIA LEHTP

7.1 BHeLWHMM Y40CTOBEPAIOWUM LLEHTPOM,
KOTOPbIM BNpase B COOTBETCTBUM c
nonoXeHnAammn HactoAwmx MNMpasun n Jorosopa
BblaBaTb Ceptudukartsl ana obmeHa
DNEeKTPOHHbIMN AOKYMEHTaMKU Mexay baHkom u
KnneHtom, asnaetca YA0OCTOBEPAKOLWMNIA LLEHTP e-
Notary (https://www.e-notary.ru/) -
KOPMOPATMBHbIA  YAOCTOBEPSAOWMNN  LEHTP,
BbINO/IHEHWE PYHKLMIN KOTOpOro obecneymsaer
rpynna KOMMaHumn «CurHan-KOM».
YaocTtosepstowmia LeHTp e-Notary
npefocTaBAAeT NOJIHOMOYUA PErucTpaLuoHHOro
ueHTpa baHKy Ha ocHoBaHuWM [loBepeHHOCTH,
BblgaHHoOM AO «CurHan-KOM» Ha mmsa BaHKa.
(MpunoxeHne 4 K HactoAwMm [MpaBunam).
BO3MOHOCTb /NN HeEOBX0ANMMOCTb PaboThbl C
UHbIMHU BHewHMmM YaocrosepAowmMmm
LeHTpamu, HeobXxoaMMOCTb MPUCOEUHEHUA K
COOTBeTCTBYIOWMM  PernameHTam, a Takxke
HeobxoauMmble dopmbl, OOKYMEHTbI "
npoeaypsbl onpepenaTcA BaHkom 7
BHewHnMM YaOCTOBEPAOWMMU LEHTPAMU W
CBOEBPEMEHHO  A0BOAATCA OO  CBeAeHuA
KnueHrTa.

7.2 PernameHT YgoctoBepsAwLwero LeHTpa e-
Notary onybnMkoBaH Ha calTe rpynnbl
KOMMaHUM «CurHan-KOM» no agpecy
https://www.e-notary.ru/articles/view/id/3.

7.3 Knnent o06s3yeTcA  3anonHUTL W
nepepatb B baHK 3aABNeHWe 0 NpMcoeguHEHUN K
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Documents by the Bank shall be defined in the
agreement on exchange of the Electronic
Documents of certain kinds concluded between
the Customer and the Bank (if the type of such an
Electronic Document is not provided for in Annex
6 to this Regulation).

6.6 The Bank shall be entitled to refuse to
accept Electronic Documents if they are
prepared in a way that does not conform to the
requirements set by applicable laws and by the
Bank, or if there is no ES or the ES is invalid, or if
there is a threat of unauthorized access to the
Customer’s software and hardware and the loss
of confidentiality in the exchange of documents
and data between the Bank and the Customer.
The Bank shall notify the Customer by any
available means of the refusal to accept
documents, stating the reason for the refusal.

7. Third-Party Certification Authority

7.1 Third-Party  Certification  Authority,
which is entitled in accordance with the
provisions of the Rules and the Agreement to
issue Certificates for the exchange of Electronic
Documents between the Bank and the Customer,
shall be the Certification Authority e-Notary
(https://www.e-notary.ru/) — a corporate
certification authority whose functioning is
supported by the Signal-COM group. The
Certification Authority e-Notary grants the Bank
authority as a registration center on the basis of
the Power of Attorney issued by AO Signal-COM
in favor of the Bank. (Annex 4 to these Rules).

The possibility and / or need to work with other
Third-Party Certification Authorities, the need to
join the relevant Regulations, as well as the
necessary forms, documents and procedures are
determined by the Bank and the Third-Party
Certification Authorities and communicated to
the Customer in a timely manner.

7.2 The Regulations of the Certification
Authority are published on the Signal-COM
group’s website at: https://www.e-
notary.ru/articles/view/id/3.

7.3 The Customer undertakes to complete
and deliver to the Bank an application for
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PernameHTy YgocTtoBsepatowero ueHTpa e-Notary
no dopme, npuseaeHHol B lMpunoxkeHun 2
«3aABneHne o npucoeguvHeHuUn K PernameHty
YpocTtosepAawowero  ueHtpa  e-Notary» K
HacTtoAwmm MNpasunam.

74 BHewHWn  YAoCTOBEPAWOWMN  LEHTp
MOKeT 6blTb 3aMeHeH No MHMUMaTHuBe baHKa Ha
apyromn YA0CTOBEpPAIOLWMNN LEHTpP B
O4HOCTOPOHHEM NOpPAAKE C yBeAOMIeHNEM 06
atom KnneHTa He meHee yem 3a 30 (TpuAauaTb)
AHel 8o AaTbl 3aMeHb!.

7.5 KnneHT 06sa3yetca B TedyeHne 10 (aecatu)
AHel C MOMEHTa 3aMeHbl YAOCTOBEPSIOLLErO
LeHTpa nonyunTtb HoBbli CepTudukar ot
onpeaeneHHoro baHkom BHewHero
YpaocTtoBepAwLWero LeHTpa, NpMcoeamHUBLLNCD
K ero PernameHty w©n 0dOpMHUB  UHbIE
Heobxoaumble AN 3TOr0 AOKYMEHTbI, Gopmbl
KOTOpbIX 06A3yeTcA NpenocTaBuTb baHk.

7.6 Ecnn CPOK paHee BblAaHHOrO
CepTMuduMKkata He UCTEK nNocse MoJyyYeHun
KnneHtom  HoBoro  CepTuduKkaTa, paHee

BblgaHHbIA CepTUdMKAT AOCPOYHO NpekpawaeT
AencTBoBaTb NO pacnopaxeHwio baHka 06

aHHY/IMPOBaHMUM paHee BblAaHHOIO
CeptnoukaTa.

8. MpaBa M 06A3aHHOCTM Y4yacCTHUKOB
Cucrembl

8.1 MpaBa u o6a3aHHoOCcTU KnuneHTa

8.1.1 KnueHnt obsAsaH cobnogatb

KoHduaeHunanoHocTb Kntoua 3M, obecneunTb
OOCTYyNHOCTb Kntoya TONbKO YNONHOMOYEHHbIM
AvuaMm, YyKasaHHbIM B KayectBe Bnagenbua
CeptnoukaTa.

8.1.2 [llpn cmeHe YyNnO/IHOMOYEHHbIX UL,
obnagatowmx nNpaBom nognucu IAEKTPOHHbIX
OOKYMeHTOB, yTpaTe Kntouert 3 M B WHbIX
cny4asy, BAIEKYLLNX yrposy
HeCaHKUMOHUpPOBaHHOro Aoctyna K Kntodyam 3
M nporpammHbim cpegctBam KnmeHta, KameHt
06s3aH He3ameaNUTeNIbHO NoaaTb B baHK u\mnam

Ypoctosepatowmii  LleHTp  3asBneHne 06
aHHyMpoBaHMn CepTudukata. MNpu noayveHmum
JaHHOro yBeLoOMIeHUA BaHK m\unm
YpocTtoBepatowmi UeHTp opraHusytoT
CaMOCTOATENIbHO WM C MOMOLLblO BHelwHero
YpoctoBepAlOWwero LeHTpa aHHy/AMpoBaHue
pelicteua CepTudurKaTos.

8.1.3 KnueHt obaAsaH BbINOJIHATb
3KCn/yaTauuoHHble  TpeboBaHuA Cuctem,
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accession to the Regulations of the Certification
Authority e-Notary in the form provided in Annex
2 “Application for accession of the Certification
Authority e-Notary” to this Agreement.

7.4 The Third-Party Certification Authority
may be replaced with another certification
authority unilaterally at the Bank’s discretion
with notification of the Customer at least 30
(thirty) days before the replacement date.

7.5 The Customer undertakes within 10
(ten) days from the moment of replacing the
certifying authority to obtain a new Certificate
from the Third-Party Certification Authority
identified by the Bank, by joining its Regulations
and issuing other necessary documents for this,
the forms of which the Bank shall undertake to
provide.

7.6 If a previously issued Certificate has not
expired upon the Customer’s receipt of a new
Certificate, the previously issued Certificate shall
be prematurely terminated upon the Bank's
order to cancel the previously issued Certificate.

8. Rights and obligations of System
Participants

8.1 the Customer’s rights and obligations
MCNOoNb30BaHMA NPOrPammMHOro obecneveHus u
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8.1.1 The Customer is obligated to keep the ES
Key confidential, and to ensure that the Key is
accessible only by the authorized persons who
are designated as a Certificate Holder.

8.1.2 In case of a change in the authorized
persons with the right to sign Electronic
Documents, the loss of ES Keys, and in other
cases entailing a threat of unauthorized access to
the Customer’s ES Keys and software, the
Customer shall be obligated to promptly file a
Certificate cancellation request with the Bank
and/or Certification Authority. When receiving
such notification, the Bank and/or Certification
Authority shall arrange for, either itself or with
the assistance of the Third-Party Certification
Authority, cancellation of the effect of the
Certificates.

8.1.3 The client is obliged to fulfill the
operational requirements of the Systems, the

20
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oM B CTpOrom COOTBETCTBUM C
npenocTaB/ieHHbIMU MHCTPYKLMAMM 7]
pyKoBOACTBaMM.

8.14 KnmeHt o06s3aH 3a cBOM  cyeT
obecneunBaTb paboTocnocobHocTb
npuHagnexKawmx emy  MNpPorpaMmmMHbIX WU

annapaTtHbIX cpeacTs Ana pabotbl B Cucteme, B
TOM yncne Heobxoaumble cpeacTsa
QHTUBUPYCHOM 3alMTbI, @ TaKXKe ux obHoBNEHME
B COOTBETCTBMM C YKa3aHMAMM baHKa.

8.1.5 KnumeHT o06s3aH npegocTtaBuUTb Mo
TpeboBaHUO bBaHKa Hagnexawum obpasom
odOopMNEHHbIE INEKTPOHHbIE AOKYMEHTbI MyTeM
WX NpeAcTaBneHUA Ha BYMarKHbIX HOCUTeNAX.
8.1.6 KnuneHT o06na3aH dopmupoBatb U
noanepKuBaTtb B TedeHue 3 (Tpex) SIeT apxmsbl
BCEX MEepefaHHbIX U MPUHATbIX D/IEKTPOHHbIX
LOKYMEHTOB. Ecnn LEencTByoWMM
3aKoHopatensctBom P® ycraHosneHbl 6onee
NPOAO/IKUTE/IbHbIE  CPOKW  XpaHEeHWA  AnA
AQHANOINYHbIX  OOKYMEHTOB HA  BYyMarKHbIX
HOCUTENIAX, NPUMEHSAIOTCA AAHHbIE CPOKMU.

8.1.7 Knuent ob6A3aH noaaepXmeaTb
paboToCnoCcOBHOCTL afpecoB  3/EKTPOHHOM
nouThl, BblAE/IEHHbIX ana obmeHa
3NEeKTPOHHbIMU AOKYMEHTAMU, U obecneunsaTb
HEBO3MOXHOCTb nx MCMO/b30BaHMA
HEeYNO/HOMOYEHHbIMM Ha TO IMLLAMM.

8.1.8 KnueHT o06s83aH dopmuposaTb Kniou
YcuneHHown 30, Kntou nposepkn YeuneHHol 3l
n 3anpoc Ha CepTuduMKaT B COOTBETCTBUMU C
HacToAwmMmM Mpasunamm.

8.1.9 KnwneHt 06Aa3aH npeaBapuTenbHO
Nony4nTb B Hagnealweln popme cornacue cBomx
YNONHOMOYEHHbIX /N, Ha 06paboTky KX
NepCcoHasbHbIX AAHHbIX B CBA3M C MPOLLECCOM

Bblgaum CepTMdUKATOB WM MCNONb30BaHUA
Cuctemsl.

8.1.10 KnwueHt Bnpase TpeboBaTb
NPUOCTAaHOBNAEHUA nm QHHY/MPOBaHUA

CepTMdMKATOB CBOMX YNOJHOMOYEHHbIX UL, B
nopagke, npeaycMoTpeHHOM nyHKTom 8.1.2
HacToAawmx Mpasunn.

8.1.11 KnueHT BnpaBe nojay4vyaTb Heobxogumble
KOHCY/IbTauuM MO BOMPOCamM 3KCnayaTauum
Cuctem, Mcnosib3yemoro NPOrpaMmMHOro
obecneveHms u I ot CayxKbbl TexHUYecKoln
noaaep*ku banka.

8.1.12 KnueHT BNpaBe HanpasaATb OTKa3 OT
npuvema AoKymeHTa oT baHka npu otcytcTaum Il
BaHKa nan npu HekoppeKTHOCTU I,

21

use of software and ES in strict accordance with
the instructions and manuals provided.

8.1.4 The Customer shall be obligated, at its
expense, to ensure the operability of the
software and hardware belonging to it for
working within the System, including the
necessary antivirus software and updates
thereto according to the Bank’s instructions.

8.1.5 The Customer shall be obligated to
provide, upon the Bank’s request, duly executed
Electronic Documents via the submission thereof
in hard copy.

8.1.6 The Customer shall be obligated to
create and maintain for a period of three (3)
years an archive of all Electronic Documents sent
and received. |If applicable the Russian
Federation laws specify longer storage periods
for similar documents in hard copy, the given
periods shall apply.

8.1.7 The Customer shall be obligated to
maintain the operability of the e-mail addresses
designated for the exchange of Electronic
Documents, and to ensure that it is impossible
for unauthorized persons to use them.

8.1.8 The Customer shall be obligated to
generate the Enhanced ES Key, Enhanced ES
Verification Key, and Certificate Request in
accordance with these Rules.

8.1.9 The Customer is obligated to obtain the
prior consent in the appropriate form of its
authorized representatives to the processing of
their personal data in connection with the
process of issuing Certificates and the use of the
System.

8.1.10 The Customer shall have the right to
request the suspension or cancellation of the
Certificates of its authorized representatives in
the manner contemplated by clause 8.1.2 of
these Rules.

8.1.11 The Customer shall have the right to
obtain the necessary advice on matters of the
operation of the System, the software and ES
from the Bank’s Technical Support Department.

8.1.12 The Customer shall have the right to
forward a refusal to accept a document from the
Bank in the absence of the Bank’s ES or in case of
an invalid ES.
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8.1.13 KnueHT 06£3aH HA3HAYUTb MUHUMYM
AByx Agmunuctpatopos Cuctemsl CitiDirect BE,
COBEpPLUAOLWMX AEUCTBUA, NPEAYCMOTPEHHbIE B
MpunoxeHnn 5 K HacToAwmMMm MNpasunam.

8.1.14 KnueHT o06A3aH ycTaHOBUTbL (4nA
c/Nyyaes, rae yCTaHOBAEHUE IMMUTOB B CUCTEME
TEXHUYECKN BO3MOKHO) U/ MU KOHTPOSIMPOBaTb
B Cucteme CitiDirect BE, Cucrteme CitiConnect,
Cucreme SwiftNet, CitiManager 1 MHbIX cucTtemax
AMMUTBI A8 YNOJIHOMOYEeHHbIX ny, KineHTta Ha
coBeplleHne onpeaenieHHbIX BUAOB AeNCTBUI
(BKNtOYas, HO, He oOrpaHW4YMBaNnCb, NepeBos,
LEHEXHbIX CpeacTB, pa3melleHMe aeno3nTos,
coBeplleHne KOHBEPCUOHHbBIX onepauni, w T.n.).

8.2 MNpaBa n o6a3aHHOCTM baHKa

8.2.1 baHK 06s3aH npenocTaButb KauneHty
nporpamMmHble U annapaTtHble  CpeAacTBa,
obecneunBatowme aBTOPU30BAHHbIA [OCTYN K
Cucteme, reHepauuto Knwouenn 3M mn Knrouein
nposepku 3l, dopmuposBaHne 3anpocoB Ha
CeptndukaTtbl, bopmupoBaHue n nposepky M,
3alMTYy NepeaaBaemMbliX NO OTKPbITbIM KaHanam
CBA3M [OKYMEHTOB, a TaKXe CobCTBEHHbIe
Kntoum 3MM mn konuto cobcTBeHHbIX CepTudurKaToB
Ha BymarkHOM HocuTene, rae aTo HeobxoAnMmo.
Cnyxba  TexHW4ecKom noanepKK1 baHka
KOHCYyNbTUpPYyeT KnneHtos B OTHOLWeEHUN
ncnonbsosaHua I n Cuctemsl.

8.2.2 baHK 06Aa3aH dopmupoBaTb 7
noAOEepP’KMBaATb apXMBbl BCEX MepefaHHbIX W
NPUHATbIX  DNEKTPOHHbIX  JOKYMEHTOB B
COOTBETCTBUM c TpeboBaHUAMMU
3akoHopaTenbctBa. Mpu atom baHK obasyeTcs
cobntogath crneumanbHble CPOKU XpaHeHuA
[OKYMEHTOB, YCTAHOB/NEHHble TpeboBaHMAMMU
JencTeytolero 3akoHogatenbctBa P®  ans
QHANOTUYHBIX BUOOB [ OKYMEHTOB,
COCTaB/AEHHbIX HA BYMarKHbIX HOCUTENSIX.

8.2.3 baHK ysegomnsaert KnneHta o
HEO6X0AMMOCTM OBHOBAEHMA MPOrPamMMHOro
obecneveHus.

8.24 baHK obsA3aH noagepKuBaTtb
paboToCnocobHOCTL aApecoB  3NEKTPOHHOM
noyTbl, BblAENEHHbIX ona obmeHa

DNEeKTPOHHbIMU AOKYMeHTaMu, u obecneunsaTb
HEBO3MOKHOCTb nx MCMNONb30BaHMA
HEeYyNnO/HOMOYEHHbIMM Ha TO IMLLAMM.

8.2.5 baHK 06s3aH obecrneynTb Bblga4vy CBOMM
coTpyaHukam CepTnudukatoB M obecneynTb
ucnonb3oBaHMe umu Cuctembl, Heobxoammoe
ANA BbINONHeHWA ydvactma baHka B obmeHe
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8.1.13 The Customer is obliged to appoint at
least two CitDirect BE System Administrators
who perform the actions provided for in the
Annex 5 to these Rules.

8.1.14 The Client is obliged to set (for cases
where setting limits in the system is technically
possible) and / or control in the CitiDirect BE
System, CitiConnect System, SwiftNet System,
CitiManager and other systems the limits for the
Customer’s Authorized Persons to perform
certain types of actions (including, but not
limited to, funds transfer, deposit placement,
conversion operations, etc.).

8.2 Rights and obligations of the Bank

8.2.1 The Bank is obligated to provide the
Customer with software and hardware providing
for authorized access to the System, the
generation of ES Keys and ES Verification Keys,
the creation of Certificate requests, ES
generation and verification, the security of
documents sent via public communication
channels, along with its own ES Keys and copies
of the respective Certificates in hard copy where
required.

The Bank’s Technical Support Department shall
advise Customers on issues of the use of ES and
the System.

8.2.2 The Bank shall be obligated to create
and maintain archives of all Electronic
Documents sent and received in accordance with
legislative requirements. That being said, the
Bank shall undertake to comply with the special
storage periods for documents as stipulated by
the requirements of applicable RF laws for
similar types of documents prepared in hard
copy.

8.2.3 The Bank shall notify the Customer of
the need to update software.

8.2.4 The Bank shall be obligated to maintain
the operability of the e-mail addresses
designated for the exchange of Electronic
Documents, and to ensure that it is impossible
for unauthorized persons to use them.

6.2.5 The Bank shall be obligated to ensure that
Certificates are issued to its employees and to
provide for their use of the System as necessary
to accomplish the Bank’s participation
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OOKYMeHTamMu 1 nHpopmaL el B 3NeKTPOHHOM
BMAe.

8.2.6 baHK BnpaBe MpeKkpaTUTb MNpuem U
NCNONHEHME DNEKTPOHHbIX AOKYMEHTOB B
CcNyyae BbIABIEHMA MNPU3HAKOB HapylleHuA
6e3onacHoctTM  Cuctembl, NpuM  YCNOBUMU
Hesamea/nTenbHOro ysedomaeHna KnaueHta
NobbIM AOCTYNHbIM cnocobom o AaHHOM dakTe
N HeoHX0AMMOCTU NPUHATUA COOTBETCTBYIOLLIUX

mep.
8.2.7 ©baHK BnpaBe B /OO6ON  MOMEHT
notpeboBatb y KiaumeHTa npepocTaBneHuUsA
Haanexalwmm obpasom opopmIEHHbIX
OOKYMEHTOB  Ha  OyMaKHblX  HOCUTEnsx,

COOTBETCTBYIOLUX DNEKTPOHHbIM AOKYMEHTaM,
M He nNpucTtynatb K  MWCMOJHEHUIO A0
npeaocTasneHna Tpebyembix AOKYMEHTOB.

8.2.8 baHK BnpaBse OTKasaTbCeA nm
NPUOCTAHOBUTb  WUCMOJSIHEHWE  KaKoro-nnbo
INEeKTPOHHOro  AOKYMEHTa, NoAMNMUCaHHOro
KoppekTHoM 3I1, eciM UCNosHeHWe TakoBOro, Mo
MHeHUto  baHKa, ABnAeTcA  HapyleHuem
3aKOHOOATeNbCTBa WM MOXKeT TMpPUBeCTU K
HapylweHWI0 3aKOHOAAaTeNbCTBa, B YaCTHOCTW,

3aKOHOAaTeNbCTBa no  nNpPoTMBOAENCTBUIO
fleranvsaumm (oTmbIBaHMIO) [0X0408,
MOJTy4EHHbIX NPEeCTYMNHbIM nytem, "

duHaHCUpoBaHMIO Teppopuama, A0 Tex nop,
noka KaueHT He npenocTaBUT, K MOJHOMY
yaosnetsopeHunto baHka, [0ONOAHUTENbHblE
06bACHEHNA N/UNM AOKYMEHTbI, KOTopble ByayT
3anpouweHbl baHKkom.

8.2.9 baHK BNpaBe nMPOU3BOAUTbL 3aMEHY
nporpammHoro obecneyeHun Cucrembl,
yCTaHaBiMBaTb HOBble TpeboBaHma K 3,
cpeacteam 3aWMThl nepeaaBaemomn
nHpopmauunm, nUImMeHATb GopmaTtbl U CAUCOK
DNEeKTPOHHbIX  OOKYMEHTOB MNpU  YCAOBUU
ysBegomneHna KnveHta He meHee yem 3a 10

(necatb) AHel A0 NOAO6HbLIX USMEHEHWNA.
8.2.10 baHK BnpaBe paspewartb MAKU 3anpeLLaTb
Knunenty Mcnonb3oBaHue CeptudukaTos,
BblAAHHbIX Apyrumm YAOCTOBEPAOLWNMMU
LeHTpamm.

8.2.11 baHK BMApaBe 3anpocutb y KiaueHTa
OOKYMEHTbI, noaTeBepaawowme, 4to KnmeHT
NoJly4nn corsiiacme ero ynoaHOMOYEHHbIX /ML, Ha
06paboTKy MepPCOHasbHbIX AaHHbIX B CBA3M C
npoueccom Bbigaum CeptnudunKaTos.

8.2.12 baHK BnpaBe B O4HOCTOPOHHEM NopsagKe
M3MEeHATb HacToAlme MpaBuaa B COOTBETCTBUM C
NyHKTOM 2.5 HacToAawwmx Mpasua.
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in the exchange of electronic documents and
data.

8.2.6 The Bank shall have the right to cease
the acceptance and execution of Electronic
Documents in case of detecting signs of a breach
in System security, subject to prompt notification
of the Customer by any available means of this
fact and of the need to take the appropriate
measures.

8.2.7 The Bank shall have the right, at any
time, to request the Customer’s provision of duly
executed documents in hard copy conforming to
the Electronic Documents, and not to proceed
with execution until the requested documents
are provided.

8.2.8 The Bank shall have the right to deny or
suspend the execution of any Electronic
Document signed with a valid ES if the execution
of such, in the Bank’s opinion, would constitute a
violation of the law or could lead to a violation of
the law, in particular, the laws on anti money
laundering and the financing of terrorism, until
such time as the Customer provides, to the
reasonable satisfaction of the Bank, the
additional explanations and/or documents which
the Bank shall request.

8.2.9 The Bank shall have the right to replace
the software for the System, to impose new
requirements on ES and the security measures
for the data being sent, and to change the
formats and list of Electronic Documents, subject
to notification of the Customer at least ten (10)
days prior to such changes.

8.2.10 The Bank shall have the right to permit
or prohibit the Customer from using Certificates
issued by other certification authorities.

8.2.11 The Bank shall have the right to request
documents from the Customer confirming that
the Customer has obtained the consent of its
authorized representatives to the processing of
personal data in connection with the process of
issuing Certificates.

8.2.12 The Bank shall have the right, on a
unilateral basis, to change these Rules in
accordance with clause 2.5 of these Rules.
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8.2.13 baHK, nencreyA B KayecTse
pPerncTpaLnoHHoOro LeHTpa BHelwHero
YpoctoBepsawoLwero LeHTpa, obnapaet

cnefyloWMMM NpaBaMu U HeceT creaytowme
obasaHHOCTU:
®  NAeHTUPUUMPOBATL 7]
ayTeHTMdUNUMpoBaTb GUSNYECKUX NNL, —
6yaywwmx Bnagenbues CepTMdMKaTOB;
®  MPUHUMATb U PErncTpmpoBaTb 3anpochl
Ha cepTudUKaTbl;
® MpeaocTaBAATb Bnagenbuam
CepTudukatos W3roTOBJ/IEHHbIE
CepTndurKaTbl B 3/1€KTPOHHOM dopme;
®  K3roToBNATbL Konum CepTudMKATOB Ha
6YyMaXKHbIX HOCUTENAX;
® aHHy/AMpoOBaTb, MNPUOCTAHABAMBATL U
BO306HOBAATL AelicTBue CepTudmKaTos

no 32ABNEHUAM Bnapgenbues
CepTMduMKatoB M nNO CcOBCTBEHHOM
WHUUMATUBE;

e ayTeHTUbMUMpPOBATb Bnagenbues
CeptndukaTtos, 3anpaLlmBatoLLmX
aHHYIMPOBaHWE, MNPUOCTAHOB/AEHME U
BO306HOBNEHME nenctena
CeptndukaTos.

8.2.14 baHkK, nencrTeys B KayecTse
cobCcTBEHHOrO  Y0CTOBEPAIOWEro  LLEeHTPa,

obnagjaer cnepyloWMMKM  nNpaBamu U HeceT
cnegyowme 0683aHHOCTU, MOMUMO YKasaHHbIX B
nyHKTe 8.2.13 HacToAwwmx Mpasun:

o dopmupoBatb Kntoum 3N u Knoum
npoBepKu an YpocTosepatouiero
LeHTpa (ynonHOMOY€EHHbIX nany,
YpocTtoBepAtoLwero LeHTpa);

®  KOHTPO/IMPOBaTb YHUKaNbHOCTb Katouei
Ol B perncTpmpyembix 3anpocax;

®  UW3roTaB/MBaTb Ha OCHOBAHUW MPUHATbIX
3anpocos Ha CeptnduKkaTbl
3/1eKTpPOoHHble CepTUdUKaThI;

e BecTu peecTp BbIMYLLEHHbIX "
aHHYAMpPOBaHHbIX CepTUPUKATOB;

e nyb6auKoBaTb peecTp BbINYWEHHbIX U
QHHYIMPOBaHHbLIX  cepTUdUKaToB B
06Le0CTYNHOM CETEBOM CMPaBOYHUKE;

e oATBepKAaTb NoAJ/IMHHOCTb
3/IEKTPOHHbIX NOAMNUCEN B AOKYMEHTAX,
npeacTaBAeHHbIX B 3/IEKTPOHHOM
dopme, no 3anpocam nosb3oBaTenen
YA0CTOBEPAIOLWETO LLEHTPA;

® XpaHUTb 3anpocbl W cepTudUKaTbl
Kntouein 3M B peectpe cepTudmnKaTos B
TeyeHue 5 (nATK) net ana nposeaeHun (B
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8.2.13 The Bank, acting as the registration
center for the Third-Party Certification
Authority, possesses the following rights and
assumes the following obligations:

e to identify and authenticate the
individuals who are future Certificate
Holders;

e to accept and record Certificate
Requests;

e to provide Certificate Holders with the
produced Certificates in electronic form;

e to produce hard copies of Certificates;

e to cancel, suspend, and reinstate
Certificates pursuant to requests from
Certificate Holders and at its own
initiative;

e to authenticate the Certificate Holders
requesting the cancellation, suspension,
and reinstatement of Certificates.

8.2.14 The Bank, acting as its own Certification
Authority, possesses the following rights and
assumes the following obligations, in addition to
those indicated in clause 8.2.13 of these Rules:

e to generate the ES Keys and ES
Verification Keys of the Certification
Authority (authorized representatives of
the Certification Authority);

e to check for the uniqueness of the ES
Keys in the requests recorded;

e to produce electronic Certificates on the
basis of accepted Certificate Requests;

e to keep a register of issued and cancelled
Certificates;

e to publish the register of issued and
cancelled certificates in a public network
directory;

e to authenticate the electronic signatures
in documents submitted electronically,
pursuant to requests from the
Certification Authority’s users;

e tostore requests and ES Key certificates
in the register of certificates for a period
of five (5) years in order to parse (as
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cnydyae  HeobxogmmocTn)  pasbopa
KOHOAMKTHBIX CUTyaLMin, CBA3AHHDBIX C WX
NPUMeEHEHNEM.

9. OTBeTCTBEHHOCTb Y4YacTHUKOB Cuctembl

9.1 BaHK 1 KanMeHT camocToATeNbHO HecyT
OTBETCTBEHHOCTb 33 YyObITKM  BCnepcTeue
pasrnaweHna MaAn nepegady TPETbUM SMLAM
Kntoyen 3N wn  nwobbix  MHbIX  daKToB
KomnpomeTauum oM. BbaHk  He HeceT
OTBETCTBEHHOCTMU 3a ybbITKM KnueHTa,
BO3HMUKLUME BC/eacTBme
HeCaHKLMOHMPOBAHHOIO MCNosb3oBaHnA Knwoua
9N HeynONHOMOYEHHbIMWU NLAMMU, B TOM YnUCie
BO3HMKLINE B  pesynbTaTe  WCMNONHEHWA
DNEeKTPOHHbIX  AOKYMEHTOB, MNOAMUCAHHbIX
KoppeKTHoM 3.

9.2 BaHK 1 KanMeHT camocToATeNbHO HecyT
OTBETCTBEHHOCTb 3a Atobble aAencTeuA  uUx
YNOJIHOMOYEHHbIX nuu, coBepLleHHble

nocpeacrtsom Cuctembl, B TOM uucne 3a
pencreua nx YMNOJHOMOYEHHbIX g,
agnaowmxca Bnagenbuamm CepTndukaTos, U
cobntogeHne Bnagenbuammn  CepTuduKaTos
NONIOXKEHMMN HacToAwmx Mpasuan.

9.3 BaHKk n KnuveHT B3aMMHO He HecyT
OTBETCTBEHHOCTWN 33 HenpaBWAbHOE 3anoJIHeHue
dopm DNEeKTPOHHbIX JOKYMEHTOB
NPOTUBOMNOJIOXHbIM Y4acTHUKOM CUCTeMBbI.

9.4 BaHk u KnueHT ocBoboXxgatoTca oOT
OTBETCTBEHHOCTM 3@  HEWUCNONHEeHWe WU
HeHagnexalee WCNONHEHMe B3ATbIX Ha cebA

obAsaTensCcTB B C/aydae, ecam Takoe
HeucrnosHeHne nnm HeHagexkallee
MCMOMIHEHME  BbI3BaHO  0BCTOATE/IbCTBAMM
HEMPeoao/IMMOMA  CUAbI, BK/OYasA, HO He
orpaHMuYMBanACbL CTUXMWHBIMK  BeacTBMAMM,
3abacTtoBKamu, aBapuamu, noskapamu,
MacCoBbIMMU 6ecrnopagKkamu, BOEHHbIMM
aenctsmamu, ecam  YyactHuk  Cuctemsl,
nocTpagaslimMii  OT BAWAHUA 06CTOATENbLCTB

HenpeoAo/IMMON CUAbl, NPeANnPUMET BCE YCUIMUA
AN CBOEBPEMEHHOro YyBeAOM/IEHUS Apyrom
CTOPOHDI " VKBUZALUN nocnencTenii
06CTOATENBLCTB HEMPEOAO/MMON CUNDI.

9.5 baHK He HeceT OTBeTCTBEHHOCTM 3a
obecneyeHne HagneXKalLero ypoBHa MHTepHeT-
coeAuHEeHUA, B TOM YnUC/ie, 332 BOSHUKHOBEHME
TexHuyeckmx cboes B pabote Cucremsl,
cBA3aHHoe co cboamm wMAM nepepbiBAaMU B
paboTe 060pyAOBaHMNA M KaHA/NOB CBSA3U TPETbUX
nvy. baHK He HeceT OTBETCTBEHHOCTM 3a
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necessary) conflict situations relating to
the use thereof.

9. Liability of System Participants

9.1 The Bank and the Customer shall be held
solely liable for losses due to the disclosure or
transfer of ES Keys to third parties and any other
instances of ES compromise. The Bank shall not
be liable for the Customer’s losses arising due to
the wunauthorized use of an ES Key by
unauthorized persons, including those arising as
a result of the execution of Electronic Documents
signed with a valid ES.

9.2 The Bank and the Customer shall be held
solely liable for any actions taken by their
authorized representatives via the System,
including for actions of their authorized
representatives that are Certificate Holders, and
for Certificate Holders’ compliance with the
provisions of these Rules.

9.3 The Bank and the Customer shall not
have cross liability for the improper completion
of Electronic Document forms by the opposing
System Participant.

9.4 The Bank and the Customer shall be
exempt from liability for default on or improper
performance of their assumed obligations in the
event that such default or improper performance
is due to force majeure, including without
limitation natural disasters, strikes, accidents,
fires, mass disturbances, and hostilities, provided
that the System Participant that is affected by
the force majeure makes every effort to give
timely notification to the other party and to
remedy the consequences of the force majeure.

9.5 The Bank shall not be held liable for the
provision of an adequate internet connection,
including for the occurrence of malfunctions in
the System’s operation relating to failures or
interruptions in the operation of third-party
equipment and communications links. The Bank
shall not be held liable for the operability of the
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paboTocnocobHoCTb NporpammHoro
obecneyeHuns rpynnbl KoMnaHuin «CurHan-KOM»
" 3a COBMECTMMOCTb NporpaMmmHOro

obecneyeHns CUcTeMbl C APYrMM MPOrPaMMHbIM
obecneyeHnem Knuenra.

9.6. Y4yacTHUK Cucrembl He HeceT
OTBETCTBEHHOCTM 3@ YNYLLEHHYI  BbIroay
apyroro YyacTHMKa Cuctembl B CBA3M C

3aKNl0YeHMeM W ucnonHeHwem [orosopa, a
TaKk»Ke cobnogeHmem HactoAawmx Mpasuma.

9.7. baHK He HeceT OTBETCTBEHHOCTb 3a
HEeUCNOoNHEHNe n/vnm HeHag/exalee
UcnosHeHue Knnentom oba3aHHOCTU

YCTAaHOBUTb W KOHTpoaupoBaTb B Cucteme
(BKANtoYas Ho, He orpaHuumBance, CitiDirect BE,
Cucteme CitiConnect, Cucteme) nMmuTbl anA
YnonHomoueHHbIX nuy, KaneHTa Ha coBeplueHue
onpeaeneHHbIX BUAOB AelCTBMIA (BKAKOYas, HO,
HEe  OrpaHWYMBaACb, MNepeBOos  AEHEeXHbIX
CpeacTB, pa3melleHne Aeno3nTos, COBEPLLUEHUE
KOHBEPCUOHHbIX onepaunii, u T.n.). baHK He
BO3MeLaeT yuwepb n/ nam ynyueHHyo Bbirogy
KnueHTa, npuunHeHHble KaneHTy npesBblleHMem
TakKUX JMMUTOB YNOJIHOMOYEHHbBIMWU NINLLAMMU
KnueHTa.

10. PaspelweHune cnopos

10.1 B cnyvyae BO3HWMKHOBEHUA CMOPHOM
cutyauum B cBA3M  C GOPMUPOBAHUEM,
[OCTaBKOW, MOAyvYeHWeM, NoATBEpPKAEHUEM
NONyYeHUA 3/IEKTPOHHbIX AOKYMEHTOB, MOAMUCb
noz KoTopbiMW Bblia BocnpuHATa BaHKOM Kak
noannHHaa 3l KnueHTa, p[aHHAA cnopHaA
CUTyauma paspeluaeTca B caedytolem nopagke.
KnneHT He nosaHee yem B TeyeHue 3 (Tpex)
pabounx AHeln nocne BO3HWKHOBEHWA CMOPHOM
CUTyauun, JOMKEH HanpaButb baHKy npeTteH3uio
(B BMAE 3N1EKTPOHHOrO AOKYyMeHTa nMbo Ha
bymaxKHOM HocuTene cnocobom,
COrNacoBaHHbIM mexay CTOpoHaMm) c
U3NI0XKEHMEM CYTU NpeTeH3nu U AeTasibHbiM
onncaHWem CrnopHoi onepaumn. K npeteH3uu
TaKXKe A0JIKHbl 6bITb NPUNOXKEHbI MaTepuansol,
MMeloLLMe OTHOLWEeHMe K NpegmeTy cnopa.
BaHK npoBepAeT HaAMuMe OOBCTOATENbCTB,
CBUAETENIbCTBYHOLLNX o BO3HUKHOBEHUU
CMOPHOM cUTyauuu, B TOM 4ncie, C NOMOLLbIO
cneumanbHbIX nporpammHbIxX CcpeAacTB.
[MonyyeHHoe 3akntoyeHne baHK posoguT [0
ceefeHna KavMeHTa BMecTe C  MNPUHATbIM
peweHvem 06 yAOBAETBOPEHUM MpPETEH3UU
KnveHta nnbo o HeobOCHOBAHHOCTU TaKuWX
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software from the Signal-COM group and for the
compatibility of the System software with other
software of the Customer.

9.6. A System Participant shall not be liable
for the lost profits of another System Participant
in connection with the conclusion and
performance of the Agreement, as well as with
compliance with these Rules.

9.7. The Bank is not liable for non-fulfillment and
/ or improper fulfillment by the Customer of the
obligation to establish and control in the System
(including but not limited to CitiDirect BE,
CitiConnect System, CitiManager System) the
limits for the Customer’s Authorized Persons on
performing certain types of actions (including
but, without being limited to, funds transfers,
deposit placement, conversion operations, etc.).
The Bank does not reimburse the damage and /
or lost profit of the Customer caused to the
Customer by such Customer’s Authorized
Persons by exceeding such limits.

10. Dispute resolution

10.1 In case of a disputed situation in
connection with the generation, delivery,
receipt, or confirmation of receipt of electronic
documents on which the signature was accepted
by the Bank as the genuine ES of the Customer,
the given disputed situation shall be resolved as
follows.

Not later than three (3) business days after the
disputed situation occurs, the Customer must
send the Bank a complaint (in the form of an
electronic document or in hard copy by the
means agreed between the parties) stating the
essence of the complaint and providing a
detailed description of the disputed transaction.
The complaint must also be accompanied by the
materials that are relevant to the subject matter
of the dispute.

The Bank shall verify the facts attesting to the
occurrence of the disputed situation, including
with the use of special software. The Bank shall
notify the resulting opinion to the Customer
together with the adopted decision to satisfy the
Customer’s complaint or on the illegitimacy of
such claims and the reasoned refusal of the
Customer’s complaint.
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TpeboBaHU M O MOTMBMPOBAHHOM OTKase B
YO,0BNETBOPEHNN NPeTeH3nn KaneHTa.

B cny4ae Hecornacus ¢ otBetom BaHKa 06 oTkase
KnueHT HanpasnseT yBegoM/IEHNE O HECOrnacum

C TpeboBaHMem o dopmmpoBaHmm
cornacuTesnibHom KOMMCCUK (nanee -
«Komucemar») pOna  paccMOTpeHuMs  CMOpHOM
cuTyaumu.

B coctaB Komuccum BXOAMT paBHOE KOAMYECTBO,
HO He MeHee yem no oaHoMy

YNOJHOMOYEHHOMY NpeacTaBuTento ot baHka u
KnneHTta, a TaKke 3KcnepT — npepacrasuTenb

rpynnbl  KOMAaHu  «CurHan-KOM»  unm
BHewHero Yaoctosepatowero LieHTpa.
Mpaso npeacTaBnAaTb B Komuccumn

cooTBeTcTBYlOULYO CTOPOHY, a TaKxke rpynny
KomnaHun  «CurHan-KOM» wnnm  BHewHun
YpaocTtoBepawowmn LleHTp, OO0/KHO
noaTBepKaaTbCA O0BEPEHHOCTbIO, BblIAAHHOM
KaXXOoMy MpeacTaBUTEN0 HA CPoOK paboTol
Komucecmun.

Komuccumn nepepatotca Bce maTepuanbl U
LOKYMEHTbI, OTHOCALLMECA K npeameTy cropa.
Komunccuma Bnpase paccmaTpuBaTth t0Oble NHble
TeXHUYeckmMe BOMPoOCbl, Heobxoaumbie, Mo
MHeHUto Komuccum, ans BbIACHEHUS MPUYUH U
nocneacTsni BO3HWUKHOBEHMA criopHow
CMTyaUMW, a TaKKe UCMNOo/Ib30BaTb Heobxoanmble
TeXHUYecKne cpeactsa A4AA YCTaHOBAEHUA
$aKkTOoB M UCCe0BaHMA OPraHM3aUMOHHBIX U
TEXHUYECKMX OB6CTOATENbCTB, CBA3AHHbLIX C
BO3HMKHOBEHMEM CMOpHOWN cuTyauun. Komuccusa
He BMpaBe AaBaTb MPABOBYK MAWN Kakyto-1nbo
MHYO OLEHKY YCTaHOB/IEHHbIX €0 GaKTOB.

Komuccna dopmupyeT cBoe 3akaoyeHue B
TeyeHune 5 (nATM) paboumx AHer C MOMeHTa
Hayana paboTbl. DUHanNbHbIN BapuaHT
3aKnoyeHns nognucolBaeTca BCEMM
yyacTHMKamm Komuccum m npepcrasaseTca gna
n3ydyeHna baHKy n KnuneHrty.

10.2 B cnyvyae BO3HMKHOBEHWA UHbIX CNOPHbIX
cuTyauun, YyacTHUKM Cuctembl bopmupytoT
COrNacuUTEeNIbHYIO  KOMMUCCUIO B MopAfgkKe,
npeaycmoTpeHHom B nyHKTe 10.1 HacToAwmx
MpaBua 3@ UCKAOYEHUEM TMOJIONKEHUNA O
npusneyYeHnmn 3KcnepTa. PeweHune o
HEOOXOAMMOCTN NPUBAEYEHUA 3SKcnepTa U3
HEe3aBUCMMOW  OpraHusauuMmM  NpUHUMaeTcA
coBmecTHO baHkom un KnneHTOm, Npu 3TOM
He3aBMCMMaA  OpraHusauma  yTBepXKAaaeTcA
coBmecTHO baHKom u KnameHTOoM M3 4yucna
npeacTaBAEHHbIX UMW KaHAMAATYP.
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If it disagrees with a refusal received from the
Bank, the Customer shall forward a notice of
disagreement requesting the formation of a
conciliation =~ commission  (hereinafter —
“Commission”) to examine the disputed
situation.

The Commission shall be made up of an equal
number, but at least one authorized
representative each from the Bank and the
Customer, as well as an expert representing the
Signal-COM  group or the Third-Party
Certification Authority.

The right to represent on the Commission the
relevant Party, as well as the Signal-COM group
or the Third-Party Certification Authority, must
be confirmed by a power of attorney issued to
each representative for the working duration of
the Commission.

The Commission shall be provided with all
materials and documents relating to the subject
matter of the dispute. The Commission shall have
the right to consider any other technical issues as
necessary, in the Commission’s opinion, in order
to determine the causes and consequences of
the disputed situation, as well as to use the
necessary technical equipment to ascertain the
facts and to investigate the organizational and
technical circumstances related to the
occurrence of the disputed situation. The
Commission shall not have the right to give a
legal or any other appraisal of the facts
ascertained by it.

The Commission shall produce its report within
five (5) business days after the start of work. The
final version of the report shall be signed by all
Commission participants and shall be provided
for review by the Bank and the Customer.

10.2 In case of other disputed situations, the
System Participants shall form a conciliation
commission in the manner provided in clause
10.1 of these Rules, apart from the provisions
on retaining an expert. A decision on the need
to retain an expert from an independent
organization shall be made jointly by the Bank
and the Customer, with the independent
organization being jointly approved by the Bank
and the Customer from among the candidates
proposed by them.
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10.3 If as a result of the Commission’s work
the parties have failed to come to an agreement,
further proceedings in the dispute shall continue
in the manner prescribed by applicable laws at
the Moscow City Arbitration Court.

10.3  Ecau no pesynbTaTam paboTbl Kommccmnm
CTOPOHbI He  JOCTUIAM  OOrFOBOPEHHOCTH,
JanbHeliwee pa3bupatennbcTso crnopa
NPOLOKAETCA B YCTAHOBNEHHOM AENCTBYIOWMM
3aKOHO[ATENbCTBOM NopAaKe B ApbUTparkHOM
cyae r. Mocksbl.
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MpunoxkeHua:

MpunoxkeHue 1. CnpasBka O rpynne KOMMNaHWiM
«CurHan-KOM», nporpaMmmHo-annapaTHOM
komnnekce «Notary-PRO» n apyrnx npogyKkrax
rpynnbl KOMNaHum «CurHan-KOM».
MpunoxxeHune 2. 3aaBreHNe O NPUCOEANHEHUN K
PernameHTy ygocTtoBepsAtowero LeHTpa.
MpunoxeHue 3. 3anpoc Ha cepTUPUKAT Katoua
NPOBEPKU INEKTPOHHOM Noanucu.
MpunoxkeHue 4. [losepeHHOCTb, BbiaaHHaa 3A0
«CurHan-KOM» Ha uma AO KB «CUTHUBaHK».
MNpunoxkeHmne 5. [eictBuA, coBeplliaemble
AamuHuctpatopom Cuctemsl CitiDirect BE.
MpunoxkeHne 6. [lepeyeHb  3MEKTPOHHbIX
OOKYMEHTOB, noanexawmx nognucaHuto M B
pamkax HactoAwwmx Mpasuan.

MpunoxxeHue 7. Mpoueaypbl 6e30nacHOCTY.
MpunoxeHne 8. MWHCTPyKuMa O nopagke
B3aMMOZLENCTBUA MO OCYLLECTBAEHUIOD 0BMeHa
ONEeKTPOHHbIMM AOKYMEHTaMMU.

MpunoxkeHue 9. MopAaLZoOK perncTpaymm, npasa u
OTBETCTBEHHOCTb Mo/nb30BaTeneir B Cucreme

CitiManager.

MpunoxxeHune 10. 3aaBneHune Ha
npucoeauHeHue [epxatena KapTbl K
Mpasunam.

MpunoxeHune 12. OCHOBaHMA OrpaHUYeHMUA
poctyna KnneHta B CucTeMbl B COOTBETCTBUM C
nyHKTamu 3.1 u 3.2 Mpasun.
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Annexes:

Annex 1. Fact sheet on the Signal-COM group,
the Notary-PRO hardware and software system,
and other products from the Signal-COM group.

Annex 2. Application for Accession to the
Regulations of the certification authority
Annex 3. Request for an Electronic Signature
Verification Key Certificate.

Annex 4. Power of attorney issued by ZAO Signal-
COM in favor of AO Citibank.

Annex 5. Actions taken by the CitiDirect BE
System Administrator.

Annex 6. The list of electronic documents to be
signed by Electronic Signature under these Rules.

Annex 7. Security Procedures
Annex 8. Instructions on the procedure for
Electronic Documents Exchange.

Annex 9. Registration procedure, rights and
responsibilities of the users in CitiManager
System.

Annex 10. Cardholder Application for Accession
to the Rules.

Annex 12. Grounds for restricting the Client's

access to the Systems in accordance with clauses

3.1and 3.2 of the Rules.



